CHAPTER 1

INTRODUCTION

The Malaysian government has seen the importance of cyb% y in safeguarding

the well-being of the people. As such, the National Cyb SW Policy (NCSP) was
developed in 2006 to safeguard Malaysia’s Critical @fo@lnfraﬁructure

(CNII) against cyber threats. Looking at the aIarm@er incidents a’ hazg:ﬁppened
S

over the years, the government adopted the National"€gyptography IicyQ\JCP) in 2013
Y/

to pge&' confidentiality,

1.1 Background of the Research

after seeing the growing importance of the use of erypt

integrity, authenticity, and non-repudia@mmun S. %‘(o the increasing use

of cryptography in security products,@)l\lation r@tographic Algorithm List

[fd
N

(MySEAL) was developed be 2016" an 2(23('0’ provide national trusted

cryptographic algorithms for ?}entr- within t %Ialaysian context (Buja, 2018).

With the initiative from t% n er} hat ‘pb&t&ryptography research in Malaysia,

cryptography plays a eritieal role,'n \comm@tion today.

icati@ and transactions, as well as protects

Cryptograp ecures ¢
¢

personally ide@ infomr?o

4 - - .
(PI I)@nd other confidential data, making it an essential
compone:wormafro eoﬁrityqtechnology. Four major objectives of information
t

NV
an be achieved Wﬁ%b? cryptography are to ensure information can only be

securm\
ac%y an authorized party (confidentiality), to detect whether the data has been

@mised (integrity), to prove one’s identity (authenticity), and to prevent an individual

from denying having sent or received the data (non-repudiation). Looking at the importance



of cryptography in protecting data, its applications have increased rapidly in parallel to the
development of security products in the market. \Q
Security products are designed to protect services, machines, or g@ks against
cyber-attacks (Bajan et al., 2018). The security products can be in the form of software or
hardware with different purposes and advantages. Software encqwk product typically

relies on a password that is passed through an encryption a oWat modifies the data.

Software encryption is cheap to implement, thus makingg ular a Ang urity product
e

developers. On the other hand, hardware encrypti roduct is considere er than

software due to the encryption process is separate m thegrest of the mé?ﬂne, which

~
makes it harder for an attacker. \, \ sv

Encryption is the main compon\GF?curity ts event unauthorized

access to data. In order to ensure dat@sjrity, \kQWhe ispreferred in most security
N

products as it is faster than asymm%crypﬁon i is% n for its longer key lengths
and complex encryption algori aylr etal., Z@On top of that, to keep up with
g ‘gﬂjc ightweight block cipher gains very

the demand for high-spe% roces‘g B}
2y

much attention as it 'SQgre c p\due to design simplicity and requires small

&
computing power Mc t erb%- 0 or&g@tronic devices such as mobile phones.
@
bD

Lightwe% ck ciphe L@wcost implementation for security products that
focuses o Wryptignbj;emﬁequirements, and energy efficiency (Xiang et al.,
o;

2020).

by

r

(%2}

er, since lightweightblock ciphers are used in environments where hardware

an re resources are very limited, their security is at a disadvantage compared to

@Ntional block ciphers (Chen et al., 2021). In order to provide high security in data



protection, this research intends to develop a new encryption algorithm using a 3D rotation

method that would strengthen the security of the lightweight block cipher. \q
1.2 Problem Statement :
n

Cyber security awareness has given a positive impact on t@lg development

of security products in the market across various fields. Mo pmround the world have

at least a smartphone to communicate, browse the Inter de-m iI‘s, perform their job,
e

and also attend classes. According to the prediction, thesaumber of mob rser&;@rldwide
S

is likely to rise to 7.26 billion users out of the 7.9 bi world population Wend of 2022
Y/

S st ev ne in the world

se@ﬂy is crucial due to

&&f» availability, integrity,

(O’Dea, 2021). Looking at the potential foere, tta

needs security protection (Daud et al@ Infor

interception and modification of %can lo

confidentiality, and possibly othen%such slo

N
Iife:?rbney, and assets (Dhanda et
al., 2020). Therefore, encrypti ﬁhn i

RN

rtant toolsn security products that must be

associated with the smart {0 ensure'the jp't '&ISEI’ data.
St

Security produ h as|so e en@ion application that includes email,

message, file, voiceMand disk en n ca@ﬁ: embedded into the smartphone. However,

'

ares th\é_device's processing resources, which can cause

mobile encry a Iic:wc?*\
the entire in theg phone é\low down while data is being encrypted (Kulah et
: S

N
equently, accessi?!;ind closing encrypted files take a longer time than usual

al., 20
duo%weavy process, especially at higher levels of encryption.



Taking into account the advantages and disadvantages of the mobile encryption
application, the main issue identified is that most software encryption applicgi{%vailable

in the market relies on the conventional standard encryption algorithm SG@S the AES
tion 4l

block cipher. Although AES is one of the most widely accepted encr; gorithms, the
conventional block cipher requires huge memory and high po consumption which is
not practical to be implemented in software encryption app 'ca&ﬁSalunke etal., 2019).

As an alternative, lightweight block cipher has a e’mo f researchers

over the past years. Numerous new variants of Ilght%)lock cipher Vf b@oposed
i

ght algorithms usqd for security

ce quk et al., 2020).

0 rébrlorltlze the SECUI’Ity

for security products implementation. However, lig

products may not provide an adequate secu ty efficie

Many lightweight block ciphers aim for\(ﬁ)ﬁmenc

aspect of the algorithms, which shoul the ma q g@‘\e cipher development.
RECTANGLE is one of h |gh loc htzrf/{ﬁ%mgned to satisfy efficiency
requirements that achieves v et| i @ormance and requires very low
implementation costs (Se ). Al Joug t‘hé TANGLE algorithm achieves such
high merit in terms o \ rity a requires more attention. Based on the
previous studies, %ﬂ y \‘N (1:)@_1/% in RECTANGLE block cipher need to be
addressed. *&J
Firs TAN n@owde enough confusion and diffusion properties
in the (Omrani et al., ZD(@) As a result, RECTANGLE lightweight block cipher

Ie to cryptanalysis attacks (Selvam et al., 2014; Selvam et al., 2015; Kosuge et
l., 6) Therefore, RECTANGLE needs to be enhanced to be secure against any type of

cryptographic attack.



Secondly, non-robust round key generation appears to be its weakest point in
RECTANGLE (Naser & Naif, 2022). The key schedule algorithm of RECTA{% affects

the security performance of the lightweight block cipher as the key sched &@rates weak
019

round keys to be fed into the encryption algorithm (Yan et al. . In addition,
RECTANGLE key schedule algorithm uses a matrix to store the4oundkeys which lead to

non-resistance against related-key attacks (Pehlivanoglu et IW

ig bI@er for mobile
@

applications to solve the issues in security product ﬁressm the L,rityc%&'knesses

In conclusion, this research aims to develop a li

A

found in RECTANGLE algorithm. For a start, cr hic compongnts thq-can solve the

\a N
security weaknesses in RECTANGLE bl% eroir Iysed en, the secure

cryptographic components are designe@are im tedéﬁhe newly developed

lightweight block cipher. Lastly, cryp sisan '?Ia tésts are conducted in order
to measure the effectiveness of t Igorﬁhm s |VI curlty issues in lightweight
block ciphers. Overall, this re h on Ne ?{h of cybersecurity to support the

tll
Malaysian government’s%t es in ;ﬁ‘g#d the well-being of the people by

producing a secure cmphlqa m for rlty product implementation.
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1.3 Research Questions

Based on the identified research problems, eight research questions a@ed as

follows: G)
i) How does lightweight block cipher become the security ielutioﬁ for resource-
constrained devices? \’

i) How does the strength of lightweight bloc ck?w'being determined in

accordance with cryptographic standards? .\d
iii) How do cryptographic components give impact to thefsecu y'of‘ztl.)@ﬁtweight
A
block cipher? 2 X
v

iv) How does the 3D rotation method impro

algorithm design? \c')
v) How does the encrypti goritm
E ﬂ

tren%&? cryptographic
o

i L}Q\highlighted in security
o)
&/

vi) How do encryptio 0 hm@g@ed in terms of security strength

product?

and software nce?



1.4 Research Objectives

The main objective of this research is to develop a secure lightweig bWipher
for data protection on a mobile application. In achieving the main obje&&,) following
are the specified objectives of the research:

i) To analyse cryptographic components that can enhan%Ccurity strength of

a lightweight block cipher. Y'

i) To design secure cryptographic componen e use Wtweight block
cipher. : o
| .S

iii) To develop a lightweight block cipher p sed for mobile app@-eations using

Y- ()
the secure cryptographic compon% \ E,T
iv) To evaluate the security and@y of thedightweightblock cipher through

cryptanalysis and perfor test. \Y ,&4.

? 0 2)
“ &
N A“’
1.5 Research ContributiorY_ S
In completion of th% h, three co rjﬂuﬂ& are expected as follows:

i) Secure cr& raphiq C nentssthat can be used to design a secure

séd f

wnents pr
‘Ay o
qk ptanalysis and sbavare performance tests on the designed lightweight

§ block cipher that measures the security and efficiency of the new algorithm.

Ilghtwmb k(:l .:
i) N lightweight 70 cl@gr developed using the secure cryptographic
s 0 oé(:bile applications.



1.6 Scope of Study

The main focus of this research is the development of a secure Iig%m'block
cipher. Figure 1.1 displays the overall scope of this research. The basic %@tion of the
new algorithm is the block cipher. Lightweight cryptography i ﬁd due to its
suitability for small computing device implementation. Substitution-permutation network
is implemented to fit the structure of the algorithm. 3D cipher dWis adopted to enhance
the security of the lightweight block cipher. The cov f this study isglimited to the
cryptanalysis and software performance tests of the ®lock cipher. Fo r)e Ety;aﬁnalysis,
Avalanche effect tests (correlation, bit error rate,ﬁ/ sensitivi testQ-r\randomness
tests using NIST Statistical Test Suite, and crypt alygl'\s\cks (dg&\'n'tial and linear

cryptanalysis) are applied to evaluatﬂt\&}curity th CSQhe new algorithm.

Meanwhile, in the software performarEe’Ssts, ex \"re.n?pe q@d throughput evaluations
N,

are carried out to evaluate the effi%yf thé ligh 'ghttﬁ&k cipher.

RN
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This research work has Iinh@ns Ne @Ql/ightweight block cipher is not
be applied on any of the%mintew;m}clr |%such as IC, chip, or microchip to
mpl

Execution
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s

:
observe its perfornwn hei p g;fation. Limited resources and time
0 fact

constraints are the% ctor d t(t:gﬁé research limitations. However, the new
’

algorithm is irae;mated ina il ap@_ljcation to observe its encryption functionality.
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1.7 Thesis Organization

The thesis is split into ten chapters, including the current chapter wh@sts of
an introduction to the study. Chapter 2 details the literature review &yted in the
research. Chapter 3 explains the research methodology used in ﬁk. Chapter 4
identifies the secure cryptographic components of lightweight o&;her. Chapter 5
discusses the detailed structure of RECTANGLE block ci h&ﬂapter 6 describes the
main objective of the research which is the developme n W called LAO-
3D lightweight block cipher. Chapter 7 presents the tanalysis tes Cfnaﬁga on the
proposed algorithm. Chapter 8 compares the experimental results of t proggse_xd algorithm

against existing block ciphers. Chapter 9 shows“the Lr‘n tati%{Gf the proposed

lightweight block cipher. Finally, Chap\%}mmam coé&sion of the research
and recommends future works. c \T &-\
, \L R A



