CHAPTER 6 \z
CONCLUSION AND FUTURE WORKS A

6.1 Introduction

This chapter concludes and revises the research objeCtives and the outcome of

the research. The research results show that the studies are

fundamental research questions, matching each S@.ﬂt toi

emphasize the importance of the whole resear?: &
emen&n, but it also

this research provide an in-depth analysit\v

provides a brief overview of its Iimitam i

work. 03 \
S
users is oge pf the many security requirements in

tco smartphones since the rapid growth of

O

|
gfand private data must be secure from unauthorized

6.2 Research Su ar

Authenticatlwsﬁrti)

current technologie eci

smartphone u% ot of sensiti
access. f@ﬂg'aut?ebi-c))o in @tphones is essential for a variety of reasons, as
b

it has asire impact on the de@f’gg overall security and privacy, as well as the user's
N

O

Q Smartphones contain a wide range of personal and confidential data, such as
ontact information, messages, photographs, financial information, and more, which

must be authenticated to prevent unauthorized access, protect user privacy, and
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reduce the risk of identity theft and data breaches. The fact that many individuals store
their banking and payment credentials on their mobile devices for ease ?!

Implementing robust authentication protocols helps safeguard these financ@mes
from theft or fraud. *

This research outlines three primary research objectives % s the primary
objective of the research. These objectives are: (1) To?&ze authentication

requirements for applications in smartphone user, (2) To de auth‘ntication model

to authenticate user and device for application in smartphone user, and

the user-device authentication model with a digi rtificate on t i |ty§tt5)verify
4 b §
both the user and device for smartphone application. \ N

N
LN TS
6.2.1 Research Objective One (0 \? I<\

o : N :
The research objective to ‘nal @uthg@latlon requirements for
_ &

applications in smartphone UMO a objeetive, two methods have been

carried out. The first i fﬁ the re%:rjﬁréas@garch problems, objectives, and
ne

4 2
R

<

w

u

0
scope of the authe@o i %
research done b&t&vese ated thj\{he authentication in smartphone user are
% d

Besides, reviewing literature and

I
also done. F c’)

FU7¥

N
6.21. earch Contributioﬁ%ne

Implementing cryptography components for authentication in smartphone user

03 analyzed from existing works that have been discussed in Chapter 2 of this research.

From the asymmetric cryptography chosen, the RSA algorithm is decided to be used for
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authentication. The outcome of the research method for research objective one is

considered as Research Contribution 1. This contribution is used as an m?!!r

Research Objective 2. q
6.2.2 Research Objective Two V:

Research Objective 2 is to design an authenticatio mm authenticate user
and device for application in smartphone user. To i searc bjectlve
identifying the requirements and scope of the authentieation model for artpﬁo.@ﬁser

I &

is necessary to outline the proposed authentlcatlo odel b}se on;the u§%|; nd the

device authentication implementing digital certlfl te for one usefyThe user and
the device information are encrypted s |c n nvat%e:; of respective
users and device. ‘\

@

o}
Q—
So
6.2.2.1 Research Contrib 0 l _é\

One of the secx% grap g}@l@entlﬂed in research two is using
RSA algorithm. TKﬁs/s@nd @mfor@dn are encrypted using public key and
private key of ective use qewc(j‘ e authentication and verification of the
user and t % usi igi é@e as the algorithm. The information is also
signed &RSK @Zm f@thenticaﬂon process. The research contribution

tw uthentlcatlon modd@f&luthentlcate user and device with digital certificate

S

tphone user.
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6.2.3 Research Objective Three
The research objective three is to evaluate the user-device authentic tiorwﬁel

with digital certificate on the ability to verify both the user and th@ for

smartphone application. *

6.2.3.1 Research Contribution Three Q :

This research is conducted in a qualitative ¢ er@ ways to
evaluate the authentication model proposed. The first evaluation i dine' t:)@@ a
questionnaire to be answered by expert rev to \:@Ii ate jthe @-device

Y

ion ﬁon with the

authentication model. This is done by conduc%g a

a

selected experts to explain the flows of th ed aIIoijg them to answer
the questionnaire based on the op& l. ? 1des _Qg/)mg answered the
questionnaire, the model is also ‘éﬁl bzﬁ% alcuéi.&ion of the outcome data
using the mathematical form in the l. Tr&%s(pected verification results

N
determine whether the ermvice,can alut@ated using the formula used in
el ) d

the authentication model. &

ey O
K §
C—)
@,

C . ‘,'
6.3 Reﬁch plications
\
% entichti 10del @osed for smartphone users has the potential to

proAJmerous expected @ntages. The implementation of user and device

au\H?cation facilitates the implementation of 2FA, which provides an additional layer

rotection by requiring a combination of something the user is familiar with
password) and something they possess (device). The proposed model encrypts the
information from the user and the device using RSA Public Key and Private Key and
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the encrypted data is signed using Digital Signature. The idea of authenticating the

devices and users is essential for the successful execution of mobile banklw!d

payment transactions. It facilitates the secure execution of financial transa i\.

This proposed model requires the user to authenticate together With their
smartphone. This can ensure that only the legitimate of the accou%Cve access and
even if the unauthorized individual manages to get informatio
require the user’s device to log in. The implementatio@w ication for users and
devices provides an additional layer of protection. It guaramteesithat o autthized

N
individuals can gain access to a device and itgginformation, th delreéfs]'ag the
. _ ’ b 4§
likelihood of unauthorized access and data theft.Y' \ Y}/

6.4  Research Limitation c :\_\ I(\
The limitations of this research %} lows: 4

he user, they still

—_— /2

S

1) To streamline the us%e attﬁil cess for smartphone users,
. i I . .
researchers reform%; stionnalre it ‘5 n&%le times during the collection of

S is use some experts find it challenging

questionnaire K m stupe
to comprehehd{he truct te&??;employed in questionnaire items. In such
¢
'

cases, t roas of collecti qu.eg_ipnnaire data is time-consuming and laborious.
2) The prop&se@-j}heor al and has not been tested on any application

A. Due to the require&)\e,sting time and effort, the actual testing cannot be

\M?ded in this research.
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6.5 Recommendation for Future Works
As a result of the research conducted, a few suggestions can be taken a

for future exploration and it is recommended to explore these suggestion@ By

considering the broad scope of the research findings, the potential co s can be

transformed into numerous publications in the near future. ?
1) One of the most significant future projects is the demorY&m application and
u

testing of the proposed model. Testing could be carr Si g the proposed

model prototype and run the test in collaboration st dents easu the
ity techni J °}
robustness of the security techniques. AN
N ‘ b ¥

2) It is possible to adapt the model to other S as u Nerwces in

banking, telecommunication, and h w mstqt\mo

of em@nments. However,

3 S

certain modifications to the pr. secu ie c‘c;@ld be implemented.

3) The proposed model can Iemg:jg multiple or hybrid cryptography
algorithms such as E t hy ) Using physical biometrics

as one of the mulhyptogn? ies 40 % the user-device authentication
model. &\ 0 é"
&
N, 1 (O
(f) 2 9
S 1) &
/ <

o clusion, the p@'%e/of this research was to identify vulnerabilities in

The mary security

architecture proposed could be imple d inavari

roducts partlcularly for mobile applications, and to address those

Q rabilities in smartphone applications. All research questions were satisfactorily

olved, providing insight into the primary contribution of this research, which is the

design of User-Device Authentication Model with Digital Certificate for the
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Smartphone User. The implementation of both user authentication and device
authentication on smartphones offers a comprehensive security solution that safw

both the user’s personal information and the device, resulting in a mor@ and

organized smartphone experience. ‘\
The goal of future user-device authentication efforts %m to balance

security, usability, and privacy while responding to new t and technologies

emerging in the mobile environment. To drive innovatio rl)ve smartphone

security, collaboration between researchers, industry, professionals, an

is essential. é
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