CHAPTER 10

CONCLUSION AND FUTURE WORKS

g
O

10.1 Introduction

This chapter presents the revision of the research objectl\gkrgzmendations for
future works, and conclusion of the conducted research. O utwcﬁ the research indicate
the effectiveness of the studies conducted in answerin f the res a uestions that

arose from the beginning of the research. The resea@uts are/pres N&bondlng

to each research objective to review the significanc worke at have bqen conducted

throughout the research process. g
\) )

__J

10.2 Objectives Revisited c >\T &'\
N,
The aim of the research is teép a Securedi hth?/z;'Rt block cipher named Light

Algorithm Operation (LAO- \a%d otatl ethod for data protection on a

mobile application. Base cond ;Js;(ea , it can be concluded that the four

research objectives K en a@ed %
&
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10.2.1 Research Objective 1

The Research Objective 1 is to analyse cryptographic components th&&enhance

the security strength of a lightweight block cipher. In order to achs' he research
n

objective, three processes were carried out. First, the basic requirerqE ts in developing a
lightweight block cipher were defined. Second, the security e% n criteria for the
lightweight block cipher were identified. Third, crypt ra&%omponents that can

enhance the security strength of a lightweight block ci re‘ana !ed.

] \Y
| O
10.2.1.1 Research Output 1 2 X
Y

Cryptographic components of Iightw%‘oc
existing cryptographic algorithms in C@ In t rchgexisting lightweight

block ciphers were studied to explore@Sof the \o;(tw esigns. Component details of

N
the lightweight block ciphers we ted fhcludi 9 the@ck size, key size, structure,

\ AQ’
number of rounds, and crypto?m fungtions. %\
To be specific, the % e analysis i 9_§ea1&' for cryptographic components that

=

rotation) com

hat ;mj
identified %ecure ';r ogfaphﬁmponents. The output of the research process is
éa -3
considK
2. ‘é

esearch Contribthic-;ﬁ 1 which was used as the input for Research Objective
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10.2.2 Research Objective 2

The Research Objective 2 is to design secure cryptographic compone%&? the use

of a lightweight block cipher. In order to achieve the research objectixtgﬂjD rotation
function was formulated, which is an improvement from the e% ethod in the

literature. \’
10.2.2.1 Research Output 2 l

One of the secure cryptographic component$ed in Rese I] Cclr:u)&t')utlon 1

known as the 3D rotation function was further enhanceg,to improve i secuwty strength. A

new secure cryptographic component for s

|ght3¢3l‘< cipher named

Do@&?DRotatlon function

is, AddRoundKey, and

Double3DRotation function was desig %apter

combines three sub-functions |nclu the 3

f?

('}
3DBitRotation_Z-axis. Q-
&/

The selection of the 3 oach is @ its capability to enhance the

security strength of the bI y ovi rJg sl'gbhcant diffusion property to the new

&
lightweight block c@{he 0L|t \Fthe r ch process is considered as a part of
2

)
Research Contrib ich fd as@ input for Research Objective 3.

&
$
S
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10.2.3 Research Objective 3

The Research Objective 3 is to develop a lightweight block ciphe&&osed for

mobile applications using the secure cryptographic components. In oriﬁﬁ)chieve the

research objective, two processes were carried out. Firstly, a key queduIe algorithm for

lightweight block cipher was designed. Secondly, an encryption alg&ri) m was developed.

\%

A new lightweight block cipher called LAO-3D that is desighed far s cu{q@roducts
-,
is developed in Chapter 6. LAO-3D algorithm consis 64-bit blocksand 1¥-bit key sizes
v

with 20 encryption rounds. Three operations have been Q%p i the encryption algorithm

10.2.3.1 Research Output 3

that includes AddRoundKey, SubCqur\g@Doub tati@ﬁ‘.unctions. The main

&

ies.(%@top of that, two software implementations

better confusion N
ég g
c

were successf ied out AO-\Q;D that include desktop and mobile applications
Eﬁg&‘of

<

which indj e func:ti t@e algorithm in real applications. Therefore LAO-3D
. : N
ock cipher can p&

Iightwuk de security through its encryption technique and is
effiei r implementation due to its design simplicity. The output of the research process
@idered as a part of Research Contribution 2 which was used as the input for Research

Obijective 4.
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10.2.4 Research Objective 4

The Research Objective 4 is to evaluate the security and efficiency of ereight
block cipher through cryptanalysis and performance tests. In order to achi e research
objective, three processes were carried out. First, the experimental setups for the security
and efficiency evaluations were prepared. Second, cryptanalysiwmhtweight block

cipher was conducted. Third, software performance tests o heWeight algorithm were

l

executed. .\d
"X

N
NG
10.2.4.1 Research Output 4 2 &
~

Three types of cryptanalysis were cogd{ct, tou‘i ate the é&?ity strength of
LAO-3D lightweight block cipher th\&@ie thre Ianﬁ&effects experiments

(correlation coefficient, bit error, andee¥‘ sensi@f%, @mness analysis, and two
N
cryptanalytic attacks (differentia&%nalygis a inegé,ér?yptanalysis) in Chapter 7.

These security analyses can distingu tT curity stre ‘}h of block ciphers that have been
|

adopted in cryptography % 4 0’
’ &

Avalanche effe \Q&sists ?f experiments such as correlation coefficient, bit

error rate, and EQ\% itivit
’
coefficients r@ S alwe

N
Secondly, result obt do‘fromﬁ bit error rate test indicates that the ciphertext is

g Fir@, LAO-3D recorded 98.20% correlation

)
complaK anged whenever o?rg:’plaintext bit is modified. Thirdly, 50% result achieved

in sensitivity test suggests that each bit of the ciphertext depends on the entire key

S
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Randomness tests were performed by adopting 15 statistical tests from the NIST
Statistical Test Suite. On top of that, nine data categories were applied to pro&&ﬁginput
data in plaintexts and keys format that generated a different set of 1,000 ci xt samples
for each data category. The experimental results produced a 100%_passing rate in the
randomness tests. As a result of the combinations of substitution? and permutation
components of the lightweight block cipher, LAO-3D h omd the confusion and
diffusion properties that contribute to the randomness erl ticgo\thaiphertext.

Two types of cryptanalysis that include differefitial and linear a %s’@ used to

A

analyse LAO-3D lightweight block cipher. Out of undsgof'L -3D,\?he maximum
Y/

%r cryptanalysis on the new
TA@E, LAO-3D is better

" rounds using similar

number of rounds that can be attacked using differential %

algorithm are five and six rounds. As a@son wi

than the original algorithm which is@sckable \hg¥4

0 >

cryptanalysis attacks. % d
\ &/
The software performar%e~ re of LAO- how that the new algorithm is
competitive among the e% ightw Mﬁt‘:@hers. LAO-3D algorithm recorded

10.85% faster execu't'ngeed an \iuced 718% more throughput than the closest
&
competitor which I&Q C?&? E bldﬁjb cipher. Overall, the output of the research
c

4
process is co@v as Rese Co@bution 3, thus completing all of the research
objectives:% d D'); e

o &’
N
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10.3 Recommendation for Future Works

From the conducted research, a few recommendations can be consid dY; guide
for future research and it would be interesting to investigate these direati ooking at
the broad areas that can be investigated from the research, the pot %\dmgs can be

transformed into many publications in the future. \,

i) As mentioned in Chapter 1, the coverage of %eanih is limited to the

software implementation of the lightweig ock ibhegdue to limited
Y~

resources, LAO-3D lightweight block ci has not lm_@nented in

hardware devices. Therefore, itis re dedt(f\e LA&D into a chip

to observe its performance on hﬁw and?l? ma mlze&pplication of the
new algorithm. \ O

s
ii) Studies conducted in Cha stww that ere @nany secure cryptographic

components of a Ilgh t bl er thaﬁp%n be used to develop a secure
cryptographl% hm. TEﬁe; @ than the 3D rotation method
implement in this [ \a;;h there @}' vast opportunities for researchers to
explore* sec ograei&t components in developing lightweight
blo (ﬂ@ers f.t th@ ‘r:r?ulation permutation and two-way directions

S
tion that/p .ally ha& their undiscovered cryptographic strengths.
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iii) Other than those cryptanalysis presented in Chapter 7, there exist a variety of
other cryptanalysis attacks that can be used to evaluate the se %f.block
ciphers. As a result, it is recommended to analyse the s f LAO-3D
algorithm against other types of cryptanalysis technique uch as side-channel

attack and algebraic attack to show its security strengt t multiple attacks.

l

10.4 Conclusion i\d

In conclusion, this research aimed to solve the issues in security p d ct C|f|cally

for mobile applications, by addressing the securl eakn‘es S un Ilghtwelght

\hch pr ed guidance in
e (6élopment of a secure

r,@arch has contributed to

algorithms. All of the research questions ere

achieving the main contribution of thl\&@h whic

algorithm called LAO-3D Ilghtwel lock ¢ ﬁt\?]

fundamental knowledge of ana tes g, e eS|gn|ng, and developing

cing,.-
%

lightweight block cipher. F|r t id ecur ptographic components can be

used as a guideline for the% eveIo en Ili eight block cipher by cryptographic

developers. Secondllyq‘\ew Ilg ht bI C|pher can be implemented in mobile

&
applications to sqlve,sec rty |ss@ Thirdly, the presented cryptanalysis and

J“

software perf test camb useéw distinguish the strength of lightweight block

N

ciphers. T§ ngs fro efresea,tg will benefit academic researchers, cryptography
yptography evaluh(tas and security product users. This research has an

devel
im the field of cybersecurity in supporting the Malaysian government’s initiatives

o0 safeguard the well-being of the citizen in line with the National Cyber Security Policy.
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