CHAPTER 6 T
CONCLUSION AND FUTURE WORKS A

Y'

This chapter concludes the overall research. The next foIIo |on outlines the

research findings, research contribution and future works.

.
6.1  Research Objectives Analysis

This research has conducted to address t i esear\m)roblems
that has been highlighted in 1.2 of chapter h| are e séeure fllé‘uage in cloud,
vulnerable of encryption key and un remote aceess or@% at cloud storage
due to lack of location-based acces |ct|on ea @come has shown the
ability of enhanced AES geo- od ﬂat h ee%‘@,@ved from existing AES

method with modification k ge loniproce sﬁa adopting the techniques of

converting location co% into en w\ ke secure the encrypted file stored

'3
in cloud storage fro ing accis naut d user outside the intended location.
In spite af the fact th 'ed eo-key method took 5.62% longer time
to execute ¢ |st|n ES @Ct?od, the enhanced AES geo-key method has

Y
the ab|I| t agemw rabl encryption key issue when generated encryption

key med by the comblr\(@ﬂ of three hardly predictable parameters which are
‘% information, device MAC address and user password. The following table
Q arizes the objective mapping with the outcome. Each objective is analysed to

now how well the proposed topic accomplished the target. The objectives analysis is

as follows in Table 6.1;



Table 6.1: Research objectives and deliverables analysis

Research Questions &
Objectives

Research Activity

Deliverables

Research Question 1:

How data can be secured on
different locations and what
techniques can be applied?

Research Objective 1:

Define and understand problem
statement and scope of study.

v

Literature review study on existing

e Three secuity iSsues in cloud
storage weresdefined which are
i) Secure file storage.
i) Vulferableencryption key
iii) Lack of access restriction
basedion Tocation

Jocation and verifying the data
integrity of decrypted files.

are not corrupted and same as the
original file before been encrypted
using hash function.

& | To identify existing encryption | techniques —of — encryption and
& | and decryption techniques for | decryption based on location. o AES niethod was found as the
g securing data based  on v ww=better’ performance in term of
£ | geographical information. ) WExecution time speed in
= Review features of common cloud | “Symmetric cryptography
n_T storage services and its security [, | '
é ISSUEs. « Twosconferénce proceedings
= present’ation.and pu_b_l_i__cation.
e Twogarticles 4 ‘published in
~ Journal  of__ Physics  and
¢ Malaysian_Journal of Science,
"~ 'Health &Teehnology.
Research Question 2: : — % An“€hhanced AES geo-key
How to design appropriate Adoption of technique used by | gnod  developed  using
technique on protecting data existing work in converting location Edquitectangular  projection
privacy and security issues at | coordinate into useful value 10 | Setnod to convert longitude
different locations? generate encryption and decryption and latitude coordinates to
g key. " generate geo-key.
E | Research Objective 2: v
< | Todevelop an encryption . . e A geo-key generated using
S | meod g o seogptcal | e 8 e s dresheld | S o
i identification for protecting of location coordinates with the combination of
g data file in storage. — _ device MAC address and user
S w Il input password.
Modification on existing AES
method by implementing the
adopted technique into its key
generation process.
Research Question 3%, ' e Small gap of time performance
How to Qvalid'ate-'--the' new | Evaluate enhanced AES geo-key betwee?] pboth mefhods were
developed teghfiqueWorks for perforr_nance_ by _analysmg Its counted where enhanced AES
protecting , data-"privacy and | execution time difference with || oo, \ov method were only taking
security dissues, “at  differents QXIstln_o AES. 2.73% longer than existing AES
§ location§? " : : y method took for execute.
‘.ﬁ - Validate enhanced AES geo-key _
g Reseqrch-ObJectlve 3: decryption  successfulness  at || ® All files could not be decrypted
I T.o\\___eval_‘uate the developed | jifterence location. when the decryption request is
e | methed ~ by analysing the made outside the distance radius
§ “execution time performances, v threshold.
_ya_lldatmg dec_rypuon Verifying decrypted file integrity
suecessfulness  at  different e All decrypted files having the

same hash values as their original
file’s hash values before been
encrypted.
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6.2  Research Contribution
This research has published two conference proceedings and two articles as follw
a. Nur Syafigah Mohd Shamsuddin, Sakinah Ali Pitchay and Fari ani
Mohd Ridzuan, Data Protection in Cloud Storage Using ‘E&jon-Based
Cryptography, E-Proceeding of USIM, 1% Internation ostgraduate

Conference 2018. \,

b. Nur Syafigah Mohd Shamsuddin and Sakinah Ali

' alzlysian Journal of

tion- aswtographic
g

e, eISSN: 1{0@019

AQ 201QZ¥I~_ocation-

cols-‘an rame@z;leA 2018,
Lecture Notes in Mechanical Ewa]g, pp 79- é

d. Nur Syafigah Mohd Shamsu@%nd S@Wﬁ bq?‘(ZOZO), Implementing

N
Location-Based Crypto n M&)ile pllcagéfbesign to Secure Data in

Cloud Storage, J. P@f. T ‘ 12(@
% o'uj-':?

6.3  Future Wo l\ | \ Q
Each research has thei itati <Q1'he future works of this research can be

!
[
improved on %vice ceur & r t?ialing location. Due to cost-effective for the

%v NN
purpose% reseaf res used the Raspberry Pi embedded with GPS

B

modAa device to retriev@D real-time location information which consist of

Science, Health & Technology (MJoOSHT),
Techniques for Data Protection, Vol 4, Specia
c. Nur Syafigah Mohd Shamsuddin and

based Cryptographic Techniques: Pr

I \Ne and latitude coordinates. However, this device have some limitation to retrieve
cCurate coordinates when it is placed at indoor environment. Therefore, more accurate
cation retriever device with higher specification should be used in order to get higher

location accuracy regardless it is indoor or outdoor environment.
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There are some strategies and technologies that should be considered in future

works to enhance location detection in indoor environments which are: T

a. Machine learning with sensors. Machine learning aIgﬂAvs can be
trained to make sense of sensor data for indoor positiWKhokhar et.
al). Besides sensors, other available advanced technology in 5G Ultra-

.

Dense Networks (UDN) could be used with alning to estimate

user equipment location (Ala'a Al-Habas t. al) ‘\d
"X

b. Ultrasound-based systems use ultraso nsors [to s@re_{@‘ances

and locate objects indoors via di dor localizati ntec@duessuch

m t':Te offlight a@gt;ived signal
strength. (F. Zafari et. a\o) 6‘

c. Bluetooth Low Ene@%BLE) \RTS m‘ﬁ‘ranly used for indoor

S
location trackin%xs b)”broa aﬂtin@als that can be received
vices. (

and triangul by*near . (R. gher and R. Harle)

d. Wi-Fi-t% itioninj Utillizé Wtﬁaccess points to triangulate a

devi Iocatlonl 4 sign#&bength and proximity to known access
¢ :' C,)

£
@,
"b-): g

as angle of arrival, time of fl

(a)
&
S
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