CHAPTER 2

¥
LITERATURE REVIEW *
N3

2.1 Introduction

This chapter describes a literature review of the rese crw that covers the field

of cryptography which focuses on the lightweight blockeei ry%m projects on

lightweight block cipher were observed in order to id the segurit viiluaeg, criteria.
forsgenc

The construction of existing algorithms is studled hmarkin urpo?s in terms of

of (Q&mlysw tests to

security and performance. Finally, the the etlc

evaluate cryptographic algorithms are di L&D

2.2 Cryptography

Cryptology is a scien e

algorithms to provide in% sec upim |cat|on In general, the cryptology

concept is |ncIu5|ve 0 Nog@ crypt sis as shown in Figure 2.1. Designing

secure algorithms l&@p essal

the security o ms falls rr naIyS|s
4(/& :b.)ﬂ %\
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pre udied under cryptography while analyzing
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Cryptography has a long history and i oI gt th| y. In,@sgof applications

and academic research topics, cryptogra c'armdere | earch field. Without

realizing it, cryptographic tools and d are bro %t every single day of our lives.

Cryptographic algorithms are us@\y eas from‘a s@l’e website to security devices

to protect information.
' 9
In a standard comm%on, thep%J QE/ ies, namely the sender and receiver.

The sender applies cr phlclalgo ms t (ﬁe a message unavailable to third parties
&

(Verma et al., 2 Nlai ext

message. Th key]

transform %P into C*is cﬁled‘iﬁcryptlon An encryption algorithm Ex contains the

N
[ :the @Sage, while ciphertext C is the unreadable

e?s\&’the encryption and decryption process. The

mast K Is described as EKh C. On the other hand, the transformation of C into P
%ecryptlon Ex ! denotes the decryption algorithm described as Ex*(C) = P



Modern cryptography includes symmetric and asymmetric cryptography. Symmetric

cryptography which is also known as secret-key cryptography makes use o{&ame key

to encrypt and decrypt information as shown in Figure 2.2 (Pritchard eiesqw). There
0

are five categories that fall under this type of cryptography includingQE ck ciphers, stream

ciphers, authenticated ciphers, hash functions, and message authentication codes.
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Figure 2.2: Symmetric to r‘aph(b'/é\

On the other hand, asymmetric cry ra w? tQ 2018) or known as
p%t m

public-key cryptography is a study Ery ogra ﬁ involve a public key and
a private key as shown in Figure pair o emat&%ﬂy related keys are required to

be generated such that it isreom tatlona‘;jaqlb @)rder to determine the private key
stibe ke

from the public key. The private k p@éret, meanwhile, the public key can be

distributed to othe ies.

cryptography th@de !

dlgltaIS|gn% desgrlbj% able*2:1.
&/T

thr@ell -known applications of asymmetric

Public Key
e
- Encryption . Decryption ;
\ Plaintext Al g?r?tlnn » Ciphertext Alg;yrli)thm Plaintext

Figure 2.3: Asymmetric Cryptography
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Table 2.1: Classification of Cryptography

Category Primitive Method
. Operates in a plaintext block of bits or bytes &ate the
Block Cipher L
corresponding ciphertext block (e.g., AES, Camelllg, LEFIA).
. Encrypts each plaintext bit using a keystream to ate e ciphertext
Stream Cipher (e.g., ChaCha20, KCipher, and Rabbit).
. . Transforms an arbitrary length of data into a ength digest (e.g.,
CSymmetrlc Hash Function SHA2, SHA3, & SHAKE).
ryptography Messaoe
age Takes a key and an arbitrary plalntex erate a fixed-length
Authentication
message authentication tag.
Code
Authenticated | Combines confidentiality mode authentlcatlon mode to
Encryption | simultaneously provide confidentia grlty and authenticity.
Public-Key | Uses the recipient’s public ke nd his private
Encryption key to decrypt the ciphertext (e.g.,
Asymmetric Digital Encrypts a plaintext using{the sender’s [priva nerate a
Cryptography Signature signature (e.g., DSA and EC
Public Key | Certifies the ownership ey pair k}/ aftrusted third party through a
Infrastructure | public-key certificate.

Both symmetric and asymmetric c@ph Zv eir Qﬁ:tlve advantages.

Asymmetric cryptography is used t
provides non-repudiation using pub

cryptography is preferred for co

o& nlcatlon channel and

%sw

cryptography. \the other hand, symmetric
&

M tialit fasj;ﬂ%ﬁan asymmetric cryptography

(D’souza & Panchal, 2018). In %d tion, sym etn@)tography uses smaller keys than

asymmetric cryptogra

mobile application@ )

ch is@using on solving the security issue in

be focused on.
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2.3 Lightweight Block Cipher

This section highlights the requirements of lightweight block cip&q answer

Research Question 1. As an introduction, the block cipher is an impﬁtg@rimitive in

secret-key cryptography to provide confidentiality for data transmission In an insecure
environment. Block cipher is also used in information security, camputer security, network
security, and other security applications. A block cipher is nwhm that transforms a

fixed-length data block which is called a plaintext blogkgsinto anot Jdat lock called a
ciphertext block that is controlled by a secret key. ’ 'C)Y'

There are two variants of block cipher namﬁcoy\/ tional bI@ cipher and
lightweight block cipher with their design re% nt n m@ﬁ?e 2.2. The main

difference between the variants is the si o‘@mph Wh@ﬁhe lightweight block

cipher should have a smaller block si an the on @ck cipher (Cazorla et al.,

2013). For the key size, it is reco d fof‘a lig lghtgl%ck cipher to have a smaller
|p

I@ht block cipher relies on simple

operations such as binar% nd AND t }‘e 0 the increasing number of cipher

rounds to achieve the @Nength hough conventional block cipher has a
s co

lower number of r

key size than the conventiona

pera ons consume high memory requirements.

7

o’
&blef I r@of Block Cipher Requirements

Criteria Block Cipher Lightweight Block Cipher
Block Size Bigger block size Smaller block size
\ Key Size Bigger key size Smaller key size
No. of Rounds | More number of rounds Less number of rounds
Encryption Complex operations Simple operations
Decryption Complex operations Simple operations
Key Schedule Complex operations Simple operations



The emergence of embedded systems has increased the need for new cryptographic
instruments. Hence, the subclasses of cryptography become diversified and @em is
lightweight cryptography. Lightweight cryptography focuses on optimi Me trade-off
between security and efficiency (Pawar & Pattanshetti, 2018). Lig .e%cryptography
research has emerged to address the constraints and limi t&iof conventional

cryptography (Li et al., 2019). Therefore, lightweight blo cWas become the main

l

scope of this research. .\d
a3

N
e
2.3.1  Lightweight Block Cipher Projects 2 X
Y/

This section highlights the importan% ighw\v\blockécgrhers to answer
Research Question 2. The employmen\g@ile ph icﬁas increased rapidly.

Thus, information security awareness@sng uﬁi?ev Q@GS makes cryptography a
N
crucial component to be used in L%v 9

iceS! However, o@entional cryptography does

not fit into the limited resourc?\gnz‘ti e iro@ts. Lightweight cryptography is

needed to overcome this . Conseque *lintbiational standardization bodies such

as the International Kwtion ‘or

Commission (IEC)"have Issue

&
\rdards ) and the International Electrotechnical

& .
ngf&)@ptography standards as documented in the

@
’
ISO/IEC 291@ 9 Informati se@y - Lightweight cryptography - Part 2: Block

Ciphers ( apr et aI.,:2 An th%p%ﬁt years, several lightweight block cipher projects
N

have K nducted to deve guidelines, recommendations, and standards for
Iig%t algorithms, which detail their design, security, and performance criteria. The
ollowing subsections discuss the existing cryptography projects for the lightweight block

cipher.



2.3.1.1 NESSIE Project

New European Schemes for Signatures, Integrity, and Encryption % IE) is a
European project developed between 2000 and 2003 to search for crypto rgm primitives
including block cipher, stream cipher, public-key encryption, messa ﬁ\tication code
algorithm, hash function, identification schemes, and digital sig@lheme (Preneel,

2002). The list of successful algorithms was not adopted b arWopean government or

commission but was recommended to the relevant sta ation @aithin Europe.
NESSIE project did not specify the lightweight blockscipher. Howe iuls itters were
N
encouraged to propose algorithms with a smaller sizepof' 64 Jits w@ich might be
Y/

crucial in the next 10 to 15 years after the prq’e{s;rteq:\ \ ?T

& &

2.3.1.2 NIST Lightweight Cryptography P

N
The National Institute of Sf% andTec gy@ST) has been exploring the

&
nst[' e viro@ts. Thereby, the NIST initiated
oh

need for lightweight aIgorithr‘Yx~

the lightweight cryptogr% ject i:l ﬁz&hﬁe algorithm proposals submission
ended in April, and tf&ﬂh@vorks‘wo heldi%(}dly of the same year (Turan etal., 2021).
The final selectio 0%&: u czis :qpo(s;aggwas completed in 2021. The NIST project is
in search of tographi pri7it es aédzmodes including block cipher, stream cipher,

-
¥

D

'y

authentic Wyptior{ sGémé, cr graphic permutation, message authentication code,
&Y
AN

and h ion.

17



2.3.1.3 MySEAL Project

National Trusted Cryptographic Algorithm List (MySEAL) is a proj tWed to
build a portfolio for the Malaysian national trusted cryptographic algorit M, 2021).
This project focused on providing a list of cryptographic algorithms to be implemented by
Malaysians in their security products to support the National Cryptography Policy (NCP).
While NCP plays the role of a guideline to achieve nati aIWgraphic sovereignty,
MySEAL becomes the reference in the field of crypto nd cr !anal

For a lightweight block cipher to be listed in |§L the alg Fyn t&{ﬁ follow

certain evaluation criteria. The criteria were establ base‘d i rnatIQﬂaI standards

YPTQéé' NESSIE, and

|st36‘nely AKSA (Existing

Cryptographic Algorithm) and A (Ne %f pr\t,\Algorlthm) Candidate

algorithms were filtered and ext evaluatlon criteria before
io

being announced as the select |th %\

23.14 Securlty E |0n qu

(i.e., NIST-FIPS, ISO/IEC, and IEEE) an% ts

eSTREAM). There are two types of cry %c algorl

The aim of earch i |s qlo%)@w lightweight block cipher, where meeting
the security e %CH riavis e" equirement. Referring to the criteria from the
NESSIE ) 200 Tf(Tunqé\et al., 2021), and MySEAL (CSM, 2021) projects
in pre tions, a comparls&%f the security evaluation has been carried out as shown

3 to differentiate each of their requirements. The cryptographic projects defined

Oomponents of the security criteria that must be complied with that include key size,

block size, and analysis.
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Table 2.3: Comparison of Security Evaluation Criteria of Cryptographic Projects

i e
Criteria Requirement
NESSIE NIST MySEAL

Key Size At least 128 bits At least 112 bits At jeﬁﬁts

Block Size 64 bits 64 bits At least 64 bits
Security Generic attacks Fault attacks Linear tanalysis

Analysis . Side-channel attacks | Di ial cryptanalysis

Side-channel attacks Related-key attacks Nl% statistical tests

NV

For the evaluation process in this research work, the echaluation criteria are
identified based on the generalization of criteria imple y ac%raphic project
whose members are comprised of expert panelists in thesfield of crypto avh; g)& around
the world. The target of this research work is_to lop an alg |thm\/'Q1->t meets the

e\ria setby*the projects, the
n t@fﬂture. Therefore, the

requirements of any cryptographic project. B;\me, in
new algorithm should be eligible for a %@t submi

security evaluation criteria to be impl ted in \e&%rc a@presented in Table 2.4.
N

? & o
Table K curiﬁiﬁio@ria
— i N

Criteri Requirement

W Atleast 128 bits| «

Block Si 64 2,
Securi r anal)géts must include
S

t two r from the list:
i)egfLinea Qy tanalysis

Q i 'Diff ential cryptanalysis
’ i)' N Deigs{atistical tests
ig ide-channel attacks
% V) It attacks
b g f viéReIated-key attacks

vit) Generic attacks
¥

&’
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2.3.2  Previous Work on Lightweight Block Cipher

Lightweight cryptography algorithm is developed based on the design{ﬁure such

as Substitution-Permutation Network (SPN) (Bogdanov et al., 2007), Feiisﬁwork (FN)

(Schneier, 1993), Generalized Feistel Network (GFN) (Suzaki et q!i 2011), Nonlinear
Feedback Shift Register (NLFSR) (De Canniére et al., 2009), Ad(% otation, and XOR
(ARX) (Lai & Massey, 1991), and Hybrid (Engels et al, Z(W'The algorithm design

structure along with the block size, key size, and r u bewalnfluence the

performance of the lightweight block cipher. : \
e
Hardware and software efficiency is eco r|t i hlght(- constrained
Y/
environments, thus highlighting lightweight crypt rapgi/ orta Q\X‘TQOIHQ research.
The goal of hardware design is to redu tk@mber 0 red@dc gates. Meanwhile,

software design cipher con3|ders the t dar es g@mplementatlon platform,

intending to save extra storage sp |m| co utatl nd optimize performance.
The efficient implemen lig y@aphy in electronic devices such

as mobile phones is chall% nce thper }plwa is influenced by other metrics such

ver, weight cryptography should withstand

as memory footprint N:ie SIZF

any form of crypt ‘ s]ure(‘) (& protection in the devices.

For co and underst na'mé_of the construction of lightweight block cipher,
several wi n crygt a |c r|thms are discussed in the following subsections.
The aI are HIGHT, PRE'SE T, and MISTY which are listed in several lightweight
bl er projects including NESSIE and MySEAL. A high-performance algorithm

0/ RECTANGLE is also discussed to highlight its design structure.
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2321 MISTY
MISTY is a lightweight block cipher with a 64 bits block size andxl%-bit key

(Matsui, 1997). The algorithm structure followed the Feistel networl:gvﬂba variable
mm

number of rounds in a multiple of four, with 8-round encryption is r%i nded. MISTY
is listed in the NESSIE project and the cipher functions are presen‘@ able 2.5. MISTY
is applicable for various systems such as identity cards and Wetworks. One of the

strengths of the algorithm is its security against differenti d nea{analysis.

ryp
Table 2.5: MISTYA@W 73 I 3‘?

Encryption Algorithm K‘eiy Schedule Algorithm

FL Function: T

The cipher state is split into halves. Both halves nee o throug
<ﬁl Function:

AND/OR and XOR operations separately before @) ined.
e ke te is split into halves.

FI Function: ™
The cipher state is split into halves. Both halves o through

i Both alves need to go through S-
pend, and XOR operations

n
S-box, append, and XOR operations setately e

FO Function: & S tely before being combined.
The cipher state is split into halves. Th of the ciph Q—

combined.
is XOR with FI function output. The w XOR 0
te be

=«

re bging’co

with the second half of the cipher state eb ined.
} 1
¢ 5
\" g &

2322 HIGHT \ | %(./
HIGHT Iighm@hblo Qappt 2 rounds of Feistel network structure for

|

¢

encryption. T Qp@( corfis 62r b@(‘t?lock size and 128 bits key size (Hong et al.,
N

2006). The rithm p|'5 low-resource implementation in computing devices such

)

as sense{& RFID tags. HIGHQ! listed in the MySEAL project for its performance and

eff In hardware implementation. The encryption and key schedule algorithms are

described in Table 2.6.
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Table 2.6: HIGHT Algorithm

e
Encryption Algorithm Key Schedule Algorithm

Initial Transformation: Whitening Key Gen ‘tm\‘
The cipher state needs to go through XOR and addition | Two whitening keys ar %ated by
e

modulo operations with the whitening key. choosing eight bytes from er key to
Round Function: be used in the and final
The cipher state needs to go through byte rotation, | transformation.
zratlon

XOR, and addition modulo operations with the round
keys. Round Key G

Final Transformation: 128 round keys a erated through the

The cipher state needs to go through XOR and addition constant gene ficHon produced by
. . Y LFSR and®XO erations.
modulo operations with the whitening key.

|
"\d
a3
2323 PRESENT [ C}
PRESENT is a 31 rounds substitution-per WEIQI}%DCK cipher
X~
The block size is 64 bits which supports 28 b@Bogdanov et al.,
X

2007). PRESENT was designed for IOWM onsumpt' and@h chip efficiency due

T -
algo r its various applications
c.)

e2
on loT devices. PRESENT alg % is li in the I\& AL project and become the

benchmark for evaluation cnt?ﬂr fut’re light eig@ock cipher submissions.
‘ : !
ble~§ﬁ SEI\(j ﬁﬂ(lgorithm
Fa il =

to its simplicity as shown in Tabl

Encryption Algorlthm Key Schedule Algorithm
dﬁo ndKe : )
The cipher stat% j!ey C‘)
sBot i & The key state needs to go through
The C|phe; ubstituted vm e S- W rotation, S-box, and XOR operations.

Theci is rearran;d wiﬁl the&?muta‘uon table.
&

\

Ny

22



2.3.24 RECTANGLE

RECTANGLE is a 64 bits lightweight block cipher and accepts 80 or,{%% keys
(Zhang et al., 2015). The algorithm implemented the substitution-per ﬁ@n network
structure with 25 encryption rounds. The components of REC .N%E design are
described in Table 2.8. RECTANGLE enabled lightweight and fast implementations using
its bit-slice method. Hence, the algorithm provided excellent pWance in software and
hardware environments which offers sufficient flexibi uIt| application
platforms such as the FPGA (Field Programmabl Arrays) sem du&tc)ﬁmewces
Therefore, RECTANGLE design is used as the refer for t‘be on uctlagr-of the newly
developed lightweight block cipher.

c? ‘~<
Table 2.8: Re’&@ LEAIg m O

Y
Encryption Algorithm Key Schedule Algorithm
Add Round Key: & ) 4 ‘sub Column:
The cipher state is XOR with the roun The key Staté is g&ﬂtuted with the S-box.
Sub Column: eistel Transformation:
ey st Is shifted to the left, XOR, and

The cipher state is substituted wit X. he
rearranged,”
Shift Ro | ' '~ Round Constants:
C

The cipher state is shifted to t otaw %state is XOR with the generated round

‘ onstnts:
SECH
N %(J
O

4

L

/ ?
¥
\/"\’"

S

S
&
S
N

23



2.3.25 Performance of Lightweight Block Ciphers

Comparisons of the performance of lightweight block ciphers are pres% in Table
2.9 and Table 2.10. Existing high-performance algorithms such as REC wE (Zhang
etal., 2015), SIMON (Beaulieu et al., 2013), LED (Guo et al., 2011) ;% (Shibutani et
al., 2011), PRESENT (Bogdanov et al., 2007), and LBlock (%Qghang, 2011) are
included in this comparison to observe their performance. hewaﬂghput is calculated in

bits per second or number of cycles per byte as displayedsisFabl 2.9@?the efficiency
of throughput with the utilization of block cipher in%ﬁ-resour e ha W’aré'.cggarall, the
result illustrates that RECTANGLE achieved the highest throug bjongi?e compared
algorithms. \,Y‘ \ Q\Y\J

0\ &
Table 2.9: TM ut Compagison O
£

N\ P ) A
Reference (Zhang et (Lietal., (Hatzivasilis | (Thakor et al.,
al., 2015) 2016) etal., 2018) 2021)
Throughput | Throughput | Throughput | Throughput
(Kbls) (Kb/s) (Kb/s) (Kb/s)
RECTANGLE 0¥ 246.00% | .246.00 246.00
SIMON % ¥ =229 15.80
LED . 340 ' 4 713333 5.10
Piccolo 23700 [ OF 4| 19394 237.04
PRESENT 00.00~_ . “200.00( ] 206 200.00
LBlock & - 200“29;} - 200.00
NS
N O

On the oth d, Table 2. eﬁme%‘rgs the speed of existing block ciphers in terms

of their ex%%'imef } an%é\\z;;ency. Overall, RECTANGLE achieved a very
competiti ftware speed amo@é existing block ciphers. RECTANGLE is constructed
based%\imple design, thus the bit-sliced method allows for both low-cost hardware and
@n software implementations. Therefore, this research has set RECTANGLE as the

benchmark in the process of developing a new lightweight block cipher.
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Table 2.10: Speed Comparison

Pehlivanoglu | (Omrani et | (Omrani et Zhang et
Reference | al. 2017) (al.,2018) (al., 2018) gl., 20915) \z
Time Time Clock Cycles )
(Cycles) (ms) Cycle (ms) | per Block
RECTANGLE 36,121 0.296 4,736
SIMON - 0.720 11,520 -
LED 594,453 - - 48
Piccolo 294,478 - -
PRESENT 274,463 65.276 1,044,416 2

LBlock - 0.320 5,120?- -

2.4 Cryptanalysis .\do X~
A'] N
Lightweight block cipher evaluation criteri ivided info three a-J‘c‘?categories
o b 4

which are cryptanalysis and implementation, as m

Figure 2.4 (Hatzivasilis et al., 2018). Ir@dtati n|criteria obsérve the flexibility,
hﬂg,)cost and performance

d erforn@ée as shown in

suitability, and design simplicity of the cipher. On@

L _ _ ‘| /SN .
criteria evaluate energy consumptlo : Utﬂl al efric ene%xand memory requwements.
d C&

In lightweight block cipher, thﬁwm ementations” cos <ﬁd performance categories are

\
focused on the impleme tio%f the a,gori m in\sﬁdware devices. However, due to

constraints and limitations of"thi h@

software applicatioréﬂy’,ch include the ex@lon speed and throughput evaluations in

\ . 3 O
order to measurecty iciTcy 0 eﬂig&f}ﬁéight block cipher.

Cryptanalysis Implementation

B
g8

e r Energy Memary .
~ Effect Sk Attack Ll Consumption I et L Flexibility I Suitability I Design Simplicity

Figure 2.4: Lightweight Block Cipher Evaluation Criteria
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Out of the three categories, cryptanalysis is the most important criterion of the

lightweight block cipher. Therefore, this research focused on crynta\nwsw by

implementing the security evaluation criteria as mentioned in Section Zggﬂ)m addition
che

to the security evaluation criteria, this research also included the av ffect analysis
that consists of the correlation coefficient, bit error rate, and key sensitivity tests to further

evaluate the new algorithm that is discussed in the followi sWons.

l
.o

I O

Strict avalanche criterion (SAC) is a method in Which thegrobustiess oﬁgryptographic
Y/

components is measured (Javeed et al., ZOZOQ;rbsgiv\hangeséﬁ output caused

by a modification in the input. Ideally, a K 1-bit1 ouléﬂect half of the output

bits. The avalanche effect can be mee%d by ﬁ,m'v?gYhe )@ber of flipped ciphertext
N

bits by the total ciphertext bits. .% f / 48?

A secure encryption algwm ust b€ableyto cr @a complex relationship between

the key, plaintext, and ci% , also Doj}é cbhjsion. Also, the algorithm must be

&

able to scatter the c&ﬁgqimadq
diffusion properti Q@Qa

S

operations (S esy and [the
diffusion :‘&?degree" omgﬁimnegé; the cryptographic algorithm so that no ciphertext

&’

2.4.1 Avalanche Effect

0

lain over the whole ciphertext, known as

& . . -
. (Ponf@n is accomplished by applying substitution

2 9

of mutations enables diffusion. Confusion and

o

non,
¢
patternyls gnizable.
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Therefore, to evaluate the avalanche effect property of lightweight block cipher in
this research, three experiments are conducted including correlation coeﬁi@ error
rate, and key sensitivity tests. Correlation coefficient can determine the ﬁ@)n effect of
the block cipher (Sallam et al., 2017). Bit error rate measures the di $ of ciphertext
caused by a change in the plaintext (Salam et al., 2019). Mean@ sensitivity test

observes the ciphertext affected by a secret key modification (J I etal., 2016).

=, o
| O
There exist many approaches to evaluate cryptogeaphic algorithms, anQ-among these,

\n N
randomness testing has been identified Kbe, erx)\l 0 ant.ﬁn designing a

cryptographic algorithm, it is vital to \%e that her produced from this

algorithm must be random. In order ﬁstermin rt /@Sted algorithm fulfils this
N
i istiCal a [

24.2 Randomness Tests

requirement, randomness testing
\a &/

There are variants of st% anr IS p ckagg}hat can be used to evaluate the
randomness of an algorit le 2.11%list JJI%Q sts included in the NIST statistical
test (Rukhin et aI.,'@ Dorpl th's ﬁfﬁtical test (Knuth, 1998), DIEHARD

&
statistical test (Mw, 95), @ypt)@tatistical test (Caelli et al., 1992) packages.
@
The NIST StatiStical<Test Suitejis

i

been implf ted by res érs. Q?f op of that, the test suite was used to validate the

'

e mést popular statistical analysis application that has
N
candidqQ the NIST AES coﬁ"r(@tition (Do Nascimento & Xexeo, 2017) and also being

im%ed by the MySEAL project to evaluate the security of algorithms. Therefore, the

IST Statistical Test Suite application is used in this research.
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Table 2.11: Statistical Tests Application Packages

11. | Approximate Entropy

Bytes

Monkey Tests on 20-Bit

e

No. NIST DieHard Donald Knuth Crypt-XS
1. | Runs Runs Run Rum\‘
2. | Serial Craps Gap F eﬂ?
3. Frequency Squeeze Serial C%ng oint
4. | Spectral DFT Parking Lot Poker [ Derivative
5. Block Frequency 3D Spheres Collision inear Complexity
6. | Cumulative Sums Birthday Spacing Frequency equence
7. Linear Complexity Overlapping Sums Permutation omplexity
8. Random Excursion Minimum Distance Maximum-of-t
9. Maurer’s Universal Ranks of 6x8 Matrices Serial
10. | Binary Matrix Rank Overlapping Permutations | Birth acings

Count the 1's in Specific Coupo

12. | Longest Runs of Ones Words \Y'
13 Overlapping Monkey Tests OPSO, , _{‘3
" | Templates 0QSO, DNA
14 Random Excursion Countthe 1'sina Strearv. 4 \,‘T
" | Variant of Bytes \ T
15 Non-Overlapping Ranks of 31x31 anc%" %
" | Templates Matrices o o‘ ,

The NIST Statistical Test Suit@Sistical

characteristics of non-randomnes

objective of each statistical te

a cryptographic algorithn‘%
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Table 2.12: Objectives of NIST Statistical Tests

e
Statistical Test Objective
R To determine whether the number of runs of ones and zeros of vari Mhs is as
uns
expected for a random sequence. C\
Serial To determine whether the number of occurrences of the 2™ B—bitlverlapping
patterns is approximately the same as expected for a random e.
To determine whether the number of ones and zeros in a se is approximately
Frequency
the same as would be expected for a random sequence. q
Spectral To determine whether the spectral frequency of the hinary sequence agrees with
DFT what would be expected for a random sequence. w
Block To determine whether the frequency of m-bit blocks uence appears as often

Frequency as would be expected for a random sequence.

Cumulative To determine whether the maximum of the cu sums in a sequence is too
Sums large or too small; indicative of too many eros in the earlysor late stages.
Linear To determine whether or not the sequence i ple enoﬁgb.%e considered

Complexity random. Q. \T

Randomm To examine the number of cycles withi rrﬁir%'(v?f]’ether the
Excursion number of visits to a given state, be -4 t0 4, exceeds thefexpected for a random
sequence.
Maurer’s To determine whether a binary s
Universal expected of a random sequenc L
Binary Matrix To determine whether the d of the ran 32 x Ebits matrices agrees
Rank with the theoretical prob % N
Approximate To determine whether a s appears regu@an is expected from a
Entropy random sequence.
Longest Runs | To determine wheth dlstrlbutl W ong #uns’ of ones agrees with the
of Ones theoretical probabilities. Jod
Overlapping To determine w numﬁar of urrenoé%ﬁr a template of all ones agrees
Templates with what is ex%O raran seguence,’
Random To determine if taI wsﬂs@tates between -9 to 9 exceeds the
Excursion Variant | expected for m se uenceo
Non-Overlapping | To determine ether t urrences for a specified non-periodic
Templates templal with thg;num §i<pﬁct for a random sequence.

N\

di erent.@mber of bits to meet its purpose of testing.

N

Each statistical testrequi
Table 2.13 summgq the IST put b{tj%commendatlon for the complete 15 statistical
tests (Ruk%k, 202 ;re caERJ be limitations in the derivation of output bits

Yw

generat some cryptograph@éorithms, therefore few data categories might not be

able t plete all tests (Isa & Z’aba, 2012). The NIST recommendation is referred to

@ e the availability of the statistical tests.
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Table 2.13: Bits Requirements for NIST Statistical Tests

Statistical Test Required No. of Bits

Runs \z
Frequency %
Block Frequency n=100 s

Cumulative Sums

Longest Runs of Ones n>128

Spectral DFT n> 1,000

Binary Matrix Rank n>38,912
Maurer’s Universal n> 387,480

Linear Complexity

Random Excursion

Overlapping Templates nz10 l

Random Excursion Variant 2
Serial e
Approximate Entropy ecified \Y.
Non-Overlapping Templates ' _{'7

V
’ ¥
N

By default, the analysis used a signifi% vel, a" =001, a%@ﬂemented in the
NIST Statistical Test Suite that prodl@lues obtained froirt the statistical tests.

However, the significance level caneg)change % @i. (0.1%) and 0.01 (1%)
% N

depending on the number of s 0 bf test .an% -value is compared to the
significance level to determin%do ss of a ci‘%@text sequence. The indicators of
the statistical test results % in

@2. o} statistical esults Indication

\ \ A (\.'
Condition Result
% p-valie=1 /| . “Completely random
p-value= 0 o} Completely non-random

k ue > ac Random
: p-value <\g~ Non-random
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2.4.3  Cryptanalysis Attacks

Kerckhoffs’ principle mentioned that the security of a cryptograp{ﬁgorithm

should be guaranteed even if all of the details, except the key, are publicsg@m (Zhou et
t

al., 2018). In order to maintain robust confidentiality, it is impor to Investigate the
security of an algorithm against a variety of cryptanalysis attacks. Cryptanalysis attacks
explore how an algorithm can be broken, which can also he ttmw{op secure algorithms.
The two most important attacks on block ciphers are di tial an ‘ine ryptanalysis.
Both types of attacks were included as the NIST requirements for th A'ES’ sQ‘Epetition

ﬁysgAL project (QSM 2021) as

the evaluation criteria for the block cipher. T% , line dlffgﬁral cryptanalysis

(Boura et al., 2019) and also being implemented b

are carried out in this research.

T«é

J n 2)
2.4.3.1 Differential Cryptanal <3_
Differential cryptanalys%ntrr (B@& Shamir, 1991) and is indeed

blo

one of the important tec e'zxg n} also known as a chosen-plaintext

attack, in which the t elect oose random plaintext to be encrypted
&
and obtain the cor n ing ci f (..)O

high probability occurrences of plaintext and

Differe tan [
ciphertext ces. C,{Jrﬁﬁanué\ Xy, X5, ..., Xyl and output Y = [Y,,Y,, ..., ¥, ] of
\,

n- blt her, let two mputs)&’ and X'" with the corresponding outputs Y' and Y'"'. The
p%rence is represented by A X = X' @ X'’ of n-bit vectors and hence,
6 AX=[AX,AXy.. AX,] )

where A X; = X/ @ X" with X/ and X/ are the i bit of X" and X"’.
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Similarly, the output difference is represented by AY =Y’ @ Y" and

AY =[AY, AY, .. AY,] @)

where AY; =Y/ @ Y with ¥; and ;" are the i" bit of Y' and Y"'. 3(')
For an ideal block cipher, the probability of output differenc occurs given an
input difference A X |s —. Thus, if the probability is high, the atta n select inputs and

observe its outputs in an attempt to derive the secret key.
\d. .

2.4.3.2 Linear Cryptanalysis é ' _\C}
Linear cryptanalysis was introduced by (V\Y{g 199{ esen@' an attack on
the full DES algorithm. It is also a known-p tt i i ttacker has a set of
&
plaintext and the corresponding Clph t: tana@s exploits the high
probability occurrences of liner ex S thM gp a@ext ciphertext, and round

key bits. This analysis aims to de |nee'x§2}ns K@/ high or low probability of
occurrence. The expression |swﬂed in 'he li gg@:atlon

@‘Y Y, =0 @)
where X; is the it bly‘%\enp B( =X, 2{0 X,] and X; is the j™ bit of the output Y =

[V, Y, ... of ocKci C‘)

’e

An |d%kk ci | ho@he probability of occurrence that close to . Thus,

if the |ty of occurrence rs&ar higher or lower than -, the attacker can distinguish a

5

a randomly chosen function, given a sufficient number of plaintext/ciphertext
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2.5 Chapter Summary

Security products in electronic devices such as mobile phones require @iacryption

solutions as provided by symmetric cryptography. Lightweight block ci h a solution
to the problems encountered in the implementation of encryption in %hone& Many
algorithms have been proposed every year, one of them is the R%;XIZSLE lightweight
block cipher. RECTANGLE provides excellent perform ce??ﬁftware and hardware
environments, which offers flexibility for multiple plat '

Meeting the security evaluation criteria is tfgqequire ent r’a Eggzagraphic
S

algorithm. Dedicated cipher key size, block size security ‘analysis are the criteria

components that have been set by lightweight cryptog

NIST, and MySEAL. This research has@d the s ev@@ion criteria based on

the mentioned cryptography projectscg crypt \rngt gébvaluation methods have
N
been selected such as avalanche e%ts, rAhdo S te@c'?and cryptanalysis attacks.

&
Confusion and diffusi@te L ree of ﬁiomness in the cryptographic
he nc

algorithm. Three analyse av‘g ‘gilffzmcluding correlation coefficient, bit

error rate, and key 'sQ"ity tqsth\signi@gﬁt to further assess the confusion and

&
diffusion characte BQ'QO cry phicc:‘jl rithm.
@

N
jectséqgﬁjding NESSIE,

’
The cip Xt rodl;d)o a cn@pographic algorithm must be random. In order to
a

determine r the tJe's bﬁoriﬁvn fulfils this requirement, randomness testing using
N
the NI\ istical Test Suite igi'a%plemented. The reason for such a decision is that the

tes%vas used to validate the candidates for the NIST AES competition and the test

@as also being implemented by the MySEAL project.
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Linear and differential cryptanalysis are the two most important attacks on block

ciphers. Successful linear cryptanalysis could distinguish a cipher from a rar{w chosen

function. On the other hand, successful differential cryptanalysis may de!'\% secret key

by observing the ciphertext output.
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