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Appendix 1: Low Bit Embedding Approach (—)

Table Appendix 1: Low Bit Embedding Approvv

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
|
WAV and <\\ Kg Low robustness and
Bender (1996) 1 N/A ighi ceptibility
AIFF AW U' _{E){ dynamic security
s iy
Nedeljko Cvejic & Minimum Error T el o
4 \/(%U 5 igh‘&pacity and Low dynamic security
Seppanen (2002) Replacement (MER) \ i@‘ercepti bility
fa ) A
~d Y Eljﬁh capacity, robustness
1-8 N/A % vV J4 @c Low dynamic security

Indrayani (2020)

S\‘ and imperceptibility
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Appendix 2: Variable Low Bit Embedding Approjéw’)

\g

Table Appendix 2: Variable Low Bit Embedding AWraach

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
[
Fixed amplitude \} obustness and Low imperceptibility and
Ahmed et al. (2010) 8 < w‘ X
threshold 4\ jpﬁm{? dynamic security
s iy
Hakeem et al. Fixed amplitude —High robustness and
1-8 'S\ Low dynamic security
(2014) threshold O%apacity
C A
K. Gopalan & Fu \@) 'S
Varies Fixed amplitude threshold ~%. cqn capacity, robustness Low dynamic security
(2015) and imperceptibility
¢ X
Huffman Encoding, h@ T
Alsabhany et al. } [ High robustness, capacity Inconsistent dynamic
1-6 encryption and IC |
(2018) \ ;\ and imperceptibility security
amplitu@wohl !
R i A
Hufﬁn&ﬁaf)ding, AES”
Alsabhany et al. N High robustness, capacity Inconsistent dynamic
1-6 en \ion and dynamic
((2020) and imperceptibility security

onplitude threshold
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Appendix 3: Sample Selection Embedding Appr@
Table Appendix 3: Sample Selection Embedding Awuach

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
N\
Huffman Encoding and < 4
(Asad et al., 2012) 1 WAV . \d ¢ v Low dynamic security
High i CQQKBI“'[
AES encryption 4\ ﬂi?? X\ y
2 % &
LFSR and population-based ? Sl
N > Inconsistent dynamic
Hosny et al. (2019) 2 simulated annealing N@/ 6gh capacity
N AL security
algorithm (PSA) EC‘) . I $
& ~ i B (/%
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Appendix 4: Bit Selection Embedding ApproacQC')
Table Appendix 4: Bit Selection Embedding Apﬂvmh

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
|
Huffman Encoding and <H‘\ '\q
Asad et al. (2011) 1 WAV igh'i ctegttbility Low dynamic security
AES encryption 4\ (N
2 % &
Hashim et al. ? el o
1 AES encryption : N {\ bil Low dynamic security
(2018) \ |gE|_>4(npercept| ility
c )
ﬁ . AN
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Appendix 5: Parity Coding-based Embedding Appm%a
Table Appendix 5: Parity Coding-based Embedding wproach

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
N\
Kekre et al. (2010) 1 N/A WAV High'impereeptibility Low dynamic security
e
Bahl & 4 RN
2 \’Y"
Ramakishore 1 Encryption .W% 2 D\ \H ig @Sf)ustness Low dynamic security
(2015) \(.) ) ')
c R ) A
Usanto (2022) 1 RSA encryption E"’V%ﬂ ' d)?igh imperceptibility Low dynamic security
& N i : Q%
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Appendix 6: XOR-based Embedding Approacmc')
Table Appendix 6: XOR-based Embedding Appwm

Author & Year bps Used Supportive Elements Carrier Type Advantages Main Disadvantages
|
<|4‘\ Kg Low robustness and
Kekre et al. (2010) 1 N/A WAV igh'i ceptibility
4\ i | -é_){ dynamic security
2 % &
Bahl & ? el 5
\l 43\ Low robustness and
Ramakishore 1 Encryption N@/ . —
\? 'ng perceptibility dynamic security
(2015) @ . &
%‘% S
2 Low robustness and
Bharti et al. (2019) 1 ~

High imperceptibility

dynamic security
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Appendix 7: Averaging the Amplitude-based Embeddin Cﬁproach
Table Appendix 7: Averaging the Amplitude-based Embecw'lg Approach

Author & Year bps Used Supportive Elements Carrier Type Aain Advantages Main Disadvantages
Wakiyama et al. . Low robustness and
1-2 N/A WAV ighi c,ep;%bility
(2010) N 7} | _{_,\ dynamic security
2 v ol
T v N Low robustness and
G. Xinetal. (2018) 1-3 Encryption .W% n\ NS Hi E; acit
\C—J ™ O pactly dynamic security
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Table Appendix 8: Cover-Quality-Based Selection od

X

Appendix 8: Cover-Quality-Based Selection Met %‘)

Author & Year Carrier Selection Criteria | Supportive elements Evalu%iBMspect Advantages Disadvantages
Subhedar & é i | ackof
ubheaar mprove N
Image Image contrast Optimized embedding | Imper: pti\'ig'qg‘ C(?[rrllsutjer(e;tlor;fon
Mankar, (2013) .‘_\;_\ |mperceptlblllty € trade-OlT.
P 4
nd N
Y "\\ e
Run length N <
i : \;? er @bility Improve Lack of
Nazari, (2013) Image matrices, textural DWT er& g st%analysis _ o consideration o
) AR ACCUTAC imperceptibility e frade-off
features and SSIM % 4 @ y the trace-oft.
__\ ] \SQ
- -
Out-Of-Bag (OOB) C Y‘ ) Dj’ : \§*
Yuan & Chen, steganalysis and /‘}1 N O Lack of
Image imai' edPhbe g Steganalysis Imperceptibility . .
(2014) directional filter N, " , 1 O attack accuracy consideration on
%—) / ’ CD the trade-off.
residu &' p D) N
N 4
Huang & Zhao, Lin ﬁel S Improve I__ack (_)f
Image N/A Steganalysis consideration on
(2016) attack accuracy imperceptibility the trade-off.

@n error
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X

C
Contrast, \ /
RDWT and QR
Mansi S. Subhedar mge correlation, decomposition-based ; poer ti}.litig Improve Cons;ﬁzt?;n .
& Mankar, (2016) uniformity and at s&& rgc imperceptibility the trade-off
embedding lj y € trade-oft.
homogeneity
< A
spatial information I perc’ep iility;. -
Y ¢ 3 Improve Lack of
M. S. Subhedar & mean, std. deviation | Optimized blo k—Y sbustness:dnd
Image °\ imperceptibility and |  consideration on
Mankar, (2018) and root mean based emtﬁ@ ste aI@ attack
N B robustness the trade-off.
square C—) n"'“yT @%uracy
AN, b i i .QS-
Skewness colour N “Imperceptibility Lack of
Molato & Gerardo, I (O Improve
Image intensities and -embedding* and steganalysis consideration on
(2018) N K imperceptibility
kurtosis A\ & attack accuracy the trade-off.
MY 0%’
Esfahani et al., Image contra@'d eganalysi Steganalysis attack Lack of
Image % ;ij v é Imperceptibility S
2 i consideration on
2018) ene ev@étlon accuracy
the trade-off.

N
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Relative entropy, Lack of
Improve . .
Abed et al., (2019) Image histogram and local N/A and steganalysis C(izsntjergtlor;fon
N imperceptibility € trade-ott.
block pixel intensity a c?&uracy
!
gu e’ssgg Lack of
L \3-
Zhang et al., (2020) Image Image complexity | Optimized embedding%gana%d@ Improve robustness |  consideration on
N : ‘z\"v the trade-off
urac e trade-off.
(vN \W%c £
Gray Level Co- J s}
\\\T A
occurrence Matrix C—) ,,-""y mya]gkeptibility, Improve Lack of
Mansi S. Subhedar, DDI\ -based J1 ¢ &5
Image (GLCM), Gray {}obustness and imperceptibility and |  consideration on
(2021) Weddlng [ \§\‘
Level Run Length c’) \.' "(_; steganalysis attack robustness the trade-off.
Matrix (GLRLM)/:\ Q {0% accuracy
Q‘)' J '}:' &
Q O
{ﬂ‘g(; IV)-‘ $ Lack of
Quality < Improve
Hamid et al., (2021) Image Machine learning Classifier consideration on
co ion, imperceptibility
the trade-off.

@plexity,
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blockiness,
heterogeneity, and

deviation

Qiaoetal. (2021)

Image

Quality Factor of
compression,
Number of
embedding place

not touched

Error correction

Improve robustness

Lack of

consideration on

the trade-off.
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Appendix 9: Similarity-Based Selection Metthc‘)

Table Appendix 9: Similarity-Based Selection

g

Author & Year | Carrier | Selection Criteria | Supportive elements | Evaluation %@Mz Advantages Disadvantages
é’ | Lack of consideration
Abdul Sattar & Encryption, XOR l [ ‘(_}Y' Improve on the trade-off. And
Image Number of changes ercep‘t,ib li Y_"\
Talib Gaata, (2017) LSB embedding T W, ‘?'\'V imperceptibility depends on user
C\, O‘ 43\ knowledge.
\? b 4 o
C—) >\9T S Lack of consideration
E o A
Optimﬁi >’$j ‘3— on the trade-off. And
Z.Wangetal., ‘ o teg@ysis attack Improve
Image | Number of changes embecﬂ'\nj achine ; S selection depends
(2020) \" s éo accuracy imperceptibility
& rn@ %% heavily on learning
\ ,? [ ¢
C—) l 2 S Process.
A [2) &
percentage of 1’s 1‘(7 v7¢ ‘.(S
Shah & Bichkar, " é Optimizegh Improve Lack of consideration
Image secret messa eeq - Imperceptibility
(2020) embedding, imperceptibility on the trade-off.

binary % ple
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C
\/ High time
Y" consumption.
V)
Match bits, PSNR, Y—
l
Different Image { '\d Improve
Impegceptibility a iy Lack of consideration
Rashid, (2020) Image Histogram (DIH), N/A I -\"meerceptibility
bu{ ¥ on the trade-off.
Revisited Weighted 4\, o\ S‘ Improve robustness
Stego (RWS) \C? o)
‘\\? J 'z'\
_\\_C‘) 0"’? ' sz}\ Lack of consideration
) &
\ <] $ Improve on the trade-off.
Shylaet al. (2021) Image PSNR, RMSE LSB-e be&ing I ’7 [ I@wceptlblllty
&\t ) év ;CQ imperceptibility High time
& consumption.
N
PN
Image residual 4 J g %} g{é-/ Lack of consideration
Tingting et al. achi in Improve
Image distance betweﬁg' N Imperceptibility on the trade-off. And
(2021) optimized stego-file imperceptibility

stego-file an r

selection depends

S
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heavily on learning

process.
Hash value similarity
(X.Chencetal., cover less image Improve Lack of consideration
Image produced from imperceptibility
2022) embedding i f * Improve capacity on the trade-off.
histogram value -f’
L b
N
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Appendix 10: Subregion-Based Selection Metho

Table Appendix 10: Subregion-Based Selection

R

c‘}‘?

Author & Year | Carrier | Selection Criteria | Supportive Elements Evaluation%b_aét Advantages Disadvantages
%’ I LImprove the
Hajduk & Levicky, Imperceptipili M . Lack of consideration on
Image | Number of changes DWT embedding I | im§5rcepti bility
(2018) tifhe consumpti ,%_'\ the trade-off.
“VCharacteristic
C\VY. 0“\\‘ Q‘Y Lack of considerati
ack of consideration on
Hajduk & Dusan Encryption and DV\R\? f @) Reduced time
Image | Number of changes (—) ﬁg&) @ption the trade-off.
Levicky, (2017) embeddir)% ] / ép consumption
N, &
> |7} S
Video (g\ ) Impérceptibility and Improve the
J.Wangetal., Private key and o £ & Lack of consideration on
(HEVC | Number of changes Q l éfeganalysis attack imperceptibility
(2019) basK al y (S“' the trade-off.
format) C—) ‘P2 .9 accuracy characteristic
) &
o Q‘ Ve o Improve the o
Vladimir Hajduk & A &Y Lack of consideration on
Image | Number of ch DWT embehding Imperceptibility imperceptibility
Levicky, (2016) $ the trade-off.

N

characteristic
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Appendix 11: Batch-Based Selection Method c')

g

Table Appendix 11: Batch-Based Selection Mewd'

Author & Year | Carrier | Selection Criteria | Supportive elements | Evaluation Asqu Advantages Disadvantages
Z.\Wangetal., Optimized k' Improve the Lack of consideration on
Image | Number of changes Selection ra .
(2018) embedding é f | ira;;‘;rceptibility the trade-off.
=N ‘g A v d
Y' \“OJ Y}/\ Improve
Number of C}, 0\ 4: imperceptibility
\ O Lack of consideration on
Z.Wang & Zhang, changes, maximum ('JP St@%i it k Improve security
Image _ Machine Iearr)@ o 4 Q‘p _ the trade-off.
(2019) mean discrepancy \ CCUF against pooled
S
z l S steganalysis
g 1 P 2 &
NN L
N $
- -
Similarity between ‘Y2 .P
X ticlm iggg-’ Improve the Lack of consideration on
Hu et al., (2020) Image cover and secret 4*, ] - Semantic relevancy
model \c,}/ imperceptibility the trade-off.

message

5

N
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N

Steganalysis attack fjmprove the Lack of consideration on
X.Huetal, (2021) | Image Intrinsic energy N/A
accuracy imperceptibility the trade-off.
Embedding
Steganalysi | Improve the Lack of consideration on
Zhong etal., (2021) | Image capacity loss and Machine learning
aceurac imperceptibility the trade-off.
steganalytic loss. | -{"
I ¥
NEEE
N A
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Appendix 12: Audio Dataset
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