166

¥
CHAPTER VII i’)
<&

DISCUSSION AND FINDIN(Y.

i
’st{ vel@eaming and

7.1 Introduction

An evaluation of the real subjects is necessary t

the assistance provided by proposed techniq aprer 1n | > reports two of
the different evaluation methods. These% ralida pi tudy and experts’
ildth

L o}

Iso cOmgaylls th&‘d.elails about the penetration
test conducted over the perio ow!arch, an l;he@ the comparison of the results

of penetration test was done. participgnt lp% om academia and industry, were
asked to complete a \L&\ tashfs
‘\- s

SAIFQT and E—Busix\

review. Which again were evaluated bq g 5  the first one uses the
Secure Appreciative Inquiry Fuzzy§' tifgcqion ec]@que (SAIFQT) and the

second one uses the normal SDL

quirgd¥y each of the evaluation methods,

iype{,}; cspectively. Each of these evaluation
methods was aimegagdt P 1{>u€§f?atures of the support offered by proposed
technique. le% res ja ‘om U@uppon for eliciting and quantifying security

-eduirements pha%};" the support for designing the case study for

requirementgl

fuzzy quz;Nmon algorithm, penetration testing artifacts and security experts’

repor tware experts reports and practitioners reports. The details of each

iod*and validation methods are described below.

7.2 Evaluation and Validation Measures

Since the research is aimed to elicit and quantify security requirements, the main

outcome measurements are quantified security requirements. They are measured and
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evaluated by using two methods; make a penetration test on two prototypes, one of
theme built under the proposed technique SAIFQT steps and the other built on using
normal SDLC and compare the results of covered security requiremex@ﬂh of
them. The validation method comprises of quantifying security requ % s by pilot
study using “IslamTag™ website. In addition to what's above it aiiMyto study the
variations of attributes in the proposed technique by software epr‘security experts
and practitioners to get expert’s feedback to enhance 1echm ue lltv and to check

the validity. A detailed result of all measures collected du dy 1s below.

Yv

7.2.1. Pilot Study: IslamTag Social Network

Y'

The social network “www.islamtag.com™ was D he a@ﬁcatlon of the
study to quantify security requirements, %a d low NFirstly, both of
vulnerabilities and errors indexes will be ted res g i@n input used to find

a@nly requirements with

antl catigiigof @.\uty requirements to be

or calculate security index. Sccondly S 01 jo1

security index required to obtain
called later the security rcquiremem

‘4

Following ﬁndings WETepOMg ymgéizy quantification algorithm on the

s index, need to -calculate each of

a. To quml ] z
vulnera : Jand cm S i{de\{?s first, then use this two indexes to calculate

il ex. The dluonmfi? goes through the previously mentioned steps

re %&1\' in a successful way.

results (quantification of security requirements) are identical to NIST and

SANS lists. For example, the most dangerous vulnerability in algorithm’s results
was “SOL Injection™ and the most dangerous vulnerability in NIST and SANS

lists is “SQL Injection”, which is proved algorithm validity.

¢. The quantified security requirements were listed as:
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. Command Injection Flaws.

()

Data and Input Validation.

OS Command Injection Flaws.

4. Cross Site Scripting. !%\

S}

Buffer Overflows.

N

6. Authentication.

On the other hand. the website developer covers : gse('n‘ity requirements
which are: \d
oo o

N
. Command Injection Flaws. é J | .{‘)
4
<&

2. OS Command Injection Flaws. Y' \
3. Cross Site Scripting. :V '1

4. Authentication. \
According to the arguments me%ed ab N% @Unn proves its validity
\

and ability in quantifying neg

Y} , N
7.2.2. Experts Review % ;“I 0
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The expert panel is om@ m !1 fu ameg@' components of a Delphi study. The
: , '
> + B’gﬂmpams are better than one (Crisp et.al.,

arlw@deful when there are only a limited number

strength of Delphi is

1997; Verran, 19 LIfis 1s parfjeu

of experts in a inlcf"c;w #lestgre and Turoff (2002) suggest the following mix
e S

of experts: e

« Stakgl or those who are or will be directly affected.

have an applicable specialty or relevant experience.
. Those that have skills in organizing, synthesizing and stimulating.

« Interdisciplinary members.

This study selects seven of experts who have deep and thorough knowledge and
experience in software engineering and security and they work as doctors in different

universities in Malaysia, Jordan and UK. A report was sent to the experts, which
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contains details about the proposed technique such as the purpose of the technique,

objectives, and the problems on which the study is aimed to solve. This section

particularly discusses the proposed technique validation. \Y~

According to Scheele (2002), the advantage of using Delphi melho&hm the study

could benefit from subjective judgments based on collective wisdo¥i. The individuals
needed to contribute to the examination of a complex pl'OMrepresent diverse

backerounds and are from wide apart geographical areas. eR;!OI-e‘ their ace-to-Bice
on

meetings were arranged via Skype and e-mail. The v copffucted by five

experts in the area of this study and two developers (§g¢ appendix Y. h‘e(;t} Al
decision suggested adjustments and modifications %tec}m qu Y‘.\
¥ AT
Moreover, face-to-face or via Skype in%ws W du 5 () s e
technique with the experts individually IN'
the report. Later on and at different ‘ﬁ the SXHQ @ sent their reports the
validation best to their judgmel%' rBdbagks a?é:? the technique such as
characteristics, weaknesses, ar Nm otesik update the technique (see
appendix D). The thomug% of tlle rgpopt the experts on the proposed
a

i '\% snf‘@lof the proposed technique for the

ablg1 b summarizes the expert's notes.

a

technique. SAIFQT, revegls ¢

requirements of the Ph sedtch
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TABLE 21: Summery of experts’ feedback

Category Knowledge Experts Practitioners

Name of Expert

1 ) 3
Experts' Notes - K 4 5 5
Elicit Software and
Security
\

Requirements

Quantify Security

Requirements J

Cover Research

Objectives

Quantifying Security
Requirements Before

Building the System

Is the Proposed

Technique Help

Developers to Capture
\

Security

Requirements?

Succeed Integration

Between Software and

Security Approaches

&
Most of the experts ‘N < Y informative reports. It is evident from
the table 21 that %wpo >d
Moreover, all &l\fhﬁf}’
software zmds&r

the Integri chlwccn software and security approaches and say that it was done i
ne in

L
—

NN, :
1l@apacny of the proposed technique to elicit

y rcquu'emems% reover, they are one-voiced over the success of

Y Besides. they found that the proposed technique would help developers
¥ccurity requirements that improve secure software industry ultimately. All
except one, experts strongly agree that the most important feature in the propose (;
technique is the ability to quantify security requirements before building the system
unlike the rest of the techniques; this feature obtained a clear acceptance by th(;

experts.
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7.2.3. Develop the Systems

The purpose of the usage of SAIFQT as a security requirements elicitatio nique
is to elicit a set of security and users” requirements and develop a syst \muld be
accurately reflecting the security needs and security expectations lg@smm to be
developed. A variety of security requirements are needed to devel listic solution
that meets the customer requirements and is technically feasile gf®o. Requirements
should specifically define functionality, describe alY!ind non-functional
expectations, and consider future goals. This seclionc;ées tile analysis of the

testing and evaluation that has been conducted during thi dy,

4
Yv
<D IS
7.2.4. Penetration Test b \’T

Penetration testing was implemented 1 %sludy, rally involved in
evaluating the developed E-business pebsi el T XQ times in chapter VI
(using normal SDLC and using SAI ng a $et 0f$nerabilities. The results

of the penetration test can be lak\ E bas’by @'Glling e SR T
penetration test will be done IW(WS. the firgg, b1
(

']
ra

1 L@rolotype that is related to the
proposed technique SAIFQ™ secopd. Q ﬁliﬁmwpe, which is related to the

normal SDLC to indicm‘&\‘mcnlen\d regi study contributions.
N . O
: ?L{reeggns elicitation technique is influenced by

The effectiveness gl My sec
the degree lhzn% m i thit ’l) deiined and developed. Systems that were more
defined by 113c1§1c elopers using SQB.QT derived more benefit than other additional

security r N‘mcms Icchniqucs.bWASP ZAP tool was used to make penetration
i 1: '

0 different versions of prototypes to execute the penetration testing process

The penetration testing was conducted using OWASP ZAP version 2.2.2 Tool; the
penetration testing tool requires system (E-business website) to examine how the tasks
were carried when attempting to penetrate the website and record any vulnerability

that they might encounter and rate the security issues with the developed website.
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Penetration test results from the two prototypes that are illustrated in figure 28 and
28 an

NS

figure 29.

FIGURE 28: Vulnerabilities Alerts for Normal SDLC Prototype ‘ j
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FIGURE 29: Vulnerabilities Alcn@
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As figure ~\ vs, the \ulnuabl@ alerts for normal SDLC prototype are four high
priority af&g ‘hich means that the system is insecure enough or has a high risk i
:E? isk i.e.
111N

vulnerable. In addition, the system has one alert for medium. low. and
) )

the s

infor ghnal risk.

The figure 29 shows that how much the second prototype (SAIFQT Prototype) i
is

secure. This prototype does not contain any high, medium priority alerts which 1
= means

that the system 18 secured enough, or does not have a high risk. Besides, it does not
- besides, S NO

have any informational alert, but contains low priority alerts, which pose no danger at
a
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all. The above picture of the fact depicts that the proposed technique SAIFQT has a

oreat potential to contribute in the promotion of secure software industry by

developing software that is much more reliable. \Y~

In this chapter. the results show that the proposed techniqugy S C:re Appreciative
Inquiry Fuzzy Quantification Technique (SAIFQT) wasTed successfully in
e

cliciting a new and unique software and security requiren sijes uantifying all
W fhe pnl ngore its

N
delivery not after. Moreover, the proposed SA%WS SO, dd_@)make the
]

decisions for all elicited security requirements % itizedh teg%RZe them. The
decision for the developers to deliver mulgl leMpls rilygany system is
established by requirements prioritizago ca ali(ﬁd‘eamres that were
TheWres I le& nat the elicited and

Il}! Cis de&‘g}opers to build a strong

L]
immune system based on the I'CSU\ e }Mn g8 for the prototypes.
Y' Ny

7.3 Summary

security requirements for any system through deve

provided by the proposed SAIFQT.

2 G s . y . e 2 S W(
(]UilnllllLd security ILL]UHLH]LIH
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