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TX SYS1'EN 9 Pl"T11ON CO1)E 

APPENI)1X A 

This appendix includes the python code that was developed to build the TX system. depending on 
the sequence of the proposed algorithm. FQure I shows the ThX system built with GNURadio, the 

python code , venerated Kin it used to build the IÜII 1'X system: 

optlons 
to: -, 
Autýor: i -: 4 :... 

Des<rlptton: i. 'r. Sý ýem 

Genet. te Opt..,: Iw GJ; 

Run Optlons. ' -- :' fri Ell- 

Va. lable 

"....,. ID 

Valu<:: ' 

File Source 

FYe: +c c. -a. iJntý; 
C 

-- 
Reper, t: ýý 

l 

Flle Source 

Fae: . ... t I" -i l tit 
` 

. Repeat: 11 

Vector Sau rce 
Vector: 11I1 

Taps: 

Repeat: re; 

File Sink 
File:. 1: Jp;.: r re; ul: txt 
Unbuffered: Of- 

Append file: 0 xern. . 

ºf ! 
xo, 

_-º. i , ---11. 

Packet Encoder 

Sampkr Symbol: 

Bit, Symbol: 

Preamble: 

Access Code: 

Pad for USRP: 

Payload Length: 0 

I Flle Sink 

File: ý. . i. i, 

-ý. Unbuffered` Ur- 
r 

APPendflie: O.! riýri: r 

rl File: 

File Sink 

tt a ccoertct 

Unbuffered: (7t' 
r 

Append file: Overvýýfc 

GMSK Mod 

' -f. 
j Snmples'Symbol 

BT: '_`_ r 

Figure A. l: GNURadio TX system blocks 

I- GENERATE ECC INITIAL PRIVATE KEY 

/i. onl lino' inrpor1 locullinlc, 
. s11_fiinle 

lieu' = snlnlnc("`'4)c/-%1-%, M", lo(o/dine()) 

I1. ý'el' _ c'ip(1s, 1'. ýrc'111SC'rO 

priveac_iniiiul_ecc_kc'i = User + lime 

prirulc_iniliul = jniý'u1c inlliu! c'cc kel'. t. 11' 

/ilc = upcn( privuic_iniüal, '11") 

/i/c'. urilc(privutc inltiul ccc kci') 

2- CREATE FCC PUBLIC KEY FROM THE INITIAL KEY 

Prirulc_/ilc _ opc'n(priu nit'_initiul) 

i= I'rii'utc Jilc. rcucl() 

-f: 

File Sink 

F lle: O{.: Necl resin: lxt 

Unbuffered: Off 

Append file: Cver. v--site 

osmocom Sink 

Sample Rate (sps): 21.: 

ChO: Frequency I H: ): 93 

ChO: Freq. Corr. (ppm): C 

ChO: RF Gain IdB): 4 

ChO: IF Gain (dB): 4: 1 

CBS: BB Gain (dB): 20 
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/nlhlicki. v snYs"'lnýc. /1u. ý. ý/)hrus('_1n ýnlhkCl'(/)rin'n1c°_iniliu/ rcc kel7)) 

I'nhlickc. l. 
. 
/i/c _ /u1hlic_ccc. I. v7' 

Pilc_' - u/lc'n(l'uhlic kcr_/ilr, 'ir') 

/ilc'. nrilc'(cv//hc/7c_ý7) 

3- ENCRYPT SYMMETRIC KEN' WITI1 ECC PUBLIC KEY 

Ncri/u, sl-minc7ric /ilc = eni', 

1. tI_' - upc'n(s. rmm c'(1-ic'_/i1e) 

ý= 1. i7'. Tý'ý! [lO 

s(/'i/n. /urhlic'_/i/c = ul. t`rr, /lrlhlic ec'c. tx1' 

c)/lcn(/ulhlic /ilc) 

p LCI ;. rcuclO 

c71tY-l'/ýl A'l'lJl/nc'I! '! c' _ 'c'llc'1'1'/)! Aa'nlnlc'h7C. tC1' 

c'nrrT/! I= sc'( c'urc. enc"rrPl(s, /)) 

lI 

U)1t'11(t'/l<)1'/)I . ý'l'//l/1dCI1YC, 'it') 

ilrr1ý(Cýný'rlpu) 

c . c"lO. cc'() 

4- CONNER'1' FROIN1 ASCII TO BINARY 

ý'cv7/)!, / tll; ýrl', c71c')a'1)1 SIYNI)/C'h7(' 

1.11 O/)i71(/) 

11' t. Ct. )'CUCIO 

u ! )inlilu(hinu. ýcü. ltc. rli/i'(u'), 16)) 

Ixt. c 10sc( ) 

lýc"ii t0_hinurr_/ilc- '. l. ýcü tu ßincni. týt' 

c1 O/)cn(. l''r') 

l. uritc(ý)) 

ý- : V)I) F: ýIýI: ('O1)1? (ENCAPSUI, ATION) 

'0h100000001000O00001/000000/10000011/00/101110100011000010111001001110100 
00/10000001/(10000/0000000/000000' 
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Sr lJl i. ý= 
'Oh 10000000 / UOUOOO(1(1110(I0l)UU 110000011(1O1(ll l)110111(IO1 l UO1(lllO(111000011(1111)0(IU 
0100000001000000' 

.C= 
ASY7i to hOi(11'l' /ilc 

lýukc cnc (i/7sulu1iO11 /ilc = 'filkc' c'nc(1ýý. ýlllntinn. l. ýýt' 

With O/ICrn(. i-, u. c . crc: 

with (ý/ICn(Fýukc' cnc(r/IS1iluliOn filc, 'tit') us (Icsl: 

/Ol' l111c 111 57Y': 

% (/7)C'fL\, lillc'. 1". C117/1('ý11'), s1(ffi. 1-)) 

6- SPREAD CODE SE-LECTION 
i ýn/Iinýr("O� A1", locultinýcýO) # rcýud miniucý tulue Jiýonr currcýnt tinýc' 
ti Inc I 111(t) 
i/I)U=tinic'<1J: 

ýcri/ýt, . c/ýrcýud codcý = urýt, '/, S/)rCudcode 1. Ix! ' 

t. t7 = open(sprc'udcode) 
ý= I. ýi. reudO 

ýelcctcd . c/ýrc'ud codc' _ 'sclc'ctc'd sprcýud codc. t. iý! ' 

cl = ohcn(sclcc. lc, (/ spread code, '1r') 
d. tit771c'(s) 

clill i-= 1imc - ? ll: 

. Ncripl, . cprcudcode = cýw, '/sprcudcode 2.1. Y1' 
1. v7 = opcn(sprcud code) 
s= 1x1. rcudO 

Sclcclcd Nprcudcodc = '. cclcctcd sprcad_codc. tv' 
d= opcn(sclc'c/c'dsprc'udcock', 'ir') 

ýl. u'rilc(. c) 

cli13O<= linlc <43: 
sc"ript, s7u-cad code = cnrgv, '/. cpread_code_3. t. -W 

opcn(sprccul_code) 
ý= týý. rcadO 
ýclecýed sprccnl_codc = 'Nelccledspread_c'odc. a/' 
(I = Open (sclcctc(/ s7n-ccrd code, 'ir') 

cl. irrilc(s) 

c1sc. 
cc rrpt, spread code = urgv, '/spi"euc! code_3. lxt' 
t. ýt = open(. cprcud code) 

txt. /'c'ud( 
cclrctcd . cprcud code 'Sclected_spret Itl_codC. 1.1! ' 



81 

cl cýlnnlsc'lc'c Ic'cl . ýýýý'c'týcl c'oc1c, '11"') 

cl. lrritc'(. c) 
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APPI: NI)1X B 

RX SYSTEM PYTHON CODE 

I his appcndix includes the python code that was developed to build the RX system, depends on 
the sequence of the proposed algorithm. Figure 1 shows the RX system built with GNURadio, the 
python code venerated from it used to build the full RX system: 

Options Namable 

ID: SF ID: 

Author: Ahtio:: SZ,,, i Value: 2M1' 

Descriptlon: FM 

mocom Source 

Sample Rate (s PS):: 1 

ChO: Frequency (Ho): 43 31. ' GMSK Demod 
ChO: Freq. Corr. (ppm): C Samplea'Symbol: 3 
ChO: DC Offset Mode: 0" r Galn Mu: 1 75",. 

ChO: IQ Balance Mode::? r: Mu: 5 ,3 

Ch O: Gain Mode: 1"'., 
..: Omoga Relathe Limh: 5: , 

ChO: RF Garn IdB): 4: ' Freq Error. C 

ChO. IF Gab (dB)::. 

ChO: BB Gel, (dB) : 'i, 

Figure B. 1: GNURadio RX system Blocks 

I GFNERA FE ECC INITIAL PRIVATE KEY 

/loin timC import locultimc, sti ftintc 

time = sn/time°( o[ -, o-o ""' `ý }' %NI ", locultimc'O) 

ascr = (yet/kiss. (ycti! ser0 

/u ii utc initial ccc Iccýr = u. ccr time 

/)rii uic initial = j)rüVatc' initial ecc' /u'v. Lvi' 

/1/c = u/hen( privat initial, 'i1"') 

/1/c. irritc(prn"utc initial ccc_/ ei') 

2- SPRFAD CODE SELECTION 

time sn/time("°ýý, RI localtimcQ) # recut minatc ralzrc f om current time 
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il OU<=limc- 15 

NcTipi, Nprcucl codc = ur(I'i', '', cprc'nd_ cuc/c 1.1. V! ' 

[At = opol(. cprc'ud_c'odc) 
ý= Is!. rc'udO 
scleclc'd S/n"cud codc ='Sclecicdsprc'ud (O(/('. IxI' 
d= open(. cclc'c! c'd . c/»'c'ud codc, 'ti1') 

d. t177IC(, c) 

c°li// 5--= timc -iU: 
ccri/ýr. . c/nccu/ coc/c = cnýi, '/, ýJ»ýcýud coclcý 2. t. ýý' 
i. ri = o/ýcn(, ý/ýrcucl coc/c°) 

- Ixt. 7uclO 

ýc°lrrýccl . ý/ýrc°uc/ coclr _ '. cc/cclcc! . cprcncl coclc. ý. ýý1' 
cl = o/ýcn(. ýclccvccl . c/ýrcncl coclc, 'u') 

cl. irritr(ý') 

c'lil3ll- = timc° --43: 
scripl, s/rcuc%cocle = cn-t" '/spread coclc 3. [. r1' 
1.17 = opc'l1(. cprcvcl_coclc) 
ýLCf. rC[tclO 

ýclcrlc'cl . ý/ucucl c'ock' _ 'Sc'/c'clecl 
. ehrcýnc/ coc/cý. l. ýt' 

c/ = o/ýc'n(, ý'c/c'clcc/ . ý7n c'ucl coclcý, 'tt') 

cl. trri/c'(s) 

cl. ýt -. 
s[»-cud c"udc = ur"v, '/sprccul_codc_3. t. Yt' 

opcn(. cprcud codc) 
t. Nt. rcudO 

c'/ccvec/_sprcu(codc = ', cclecvc'd sprcad_code. t. vi' 
d= opcn(sclcIctcd sp)-cad code, 'ti1'') 
d. uvriic(s) 

3- FAitiF ('01)F I)I? CAPSULATION 

prc l 
i. \ _ 

'Oh/0000O0O1000000001/0000001100000///001/01/101000/10000101/100/00/l1Ol 
0000/100000011OOOOO100000001000000 

. ýulli. r = 
'Oh100000OO100000000110000001/0000011001010/l(111100110010000/10000001100 
000/00000001000000' 

S(Tipt. dc: sprvu(/_rvsult = urgr, '(/c. cpr-e(n/ result file. t. Vt' 
t. lt = cýpc'ir((lc. rprc'u(l rcsiýlt) 
s_l. it. l"c'[I(lO 

rcSnlt = 1'c'., v'('(! 1'c'Ilý'ý'r. ý'( *)°;. c' `i, (start, end), S). ýro((p(l) 

print(rr. errlt) 
hinurv rcSUlt = 'Binary_ Kcrsult_filr. t., vt' 
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/ n/)()I( l;. 'w') 
l uori1ort "Sit/0 

4- CO1Nl': RTFRONI BINARYTO ASCII 

ýcrilJ!. r1ýni"ý°r! /ilr = U1, ý>i", hinurl' rr. ýull 

s=1. x1.1'cU[lU 

in! (s. 2) 

U- 1nJ1Uý'('11.1J11%1('. C11%1'(ýuü. A r un 11) 

%=l: nC'J'1'1J1Cll 

1= lJlh'11( k, 'lt'') 

l. l t7'1I t' (U ) 

ý- ENCRYPT SN'NINII'; 'FRIC KEN' NVITH ECC PUBLIC KEN 

ýrr i/rt. /rr"ivwtc /; cr /ilc = urýi', /n"iiwtcý_initiul 

Initial Kcl = 1.112. rc'nclO 

script. k ai, w, 'Lncrryilcc/ IL'V. 1x7' 

ixt., = opcn(Ic) 

l: ncri/ýlc'cl KCi- t. Vt;. rc'ac/O 

Sc'crcl 1`'(l' _. sccVIII "c'. c/ccrrp1(Lncivluc'c/_kc'1', Inilial_lic'. v) 

I'17/it 
. 
ticc'rcl %C1' 


