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APPENDIX A

IXSYSTEM PYTHON CODE

/8

This appendix mcludes the python code that was developed to build the TX system N:mg on

the sequence

pyvthon code

Options
ID: TX

Author; Ahmad Al Zura:g

i -
1I| f""'f-n'"

Description: Tx 7

Generate Options: ho GUI B L

Run Optlons: Prompt for Exit File Sink ;

Variable
1D sam_ rat
Value: .V

File Source

File: e encapsuiallo

Repeat: ¢

File Source

Flle: .Deskiop/abx/mll

Repeat: 7es

1- GENERATE ECC INITIAL

from time import localtime,

[INEe =

USCH —

prh'uh’

;H'f\'uh’

Cinitial ecc \ ugpr e |

initial graic gtialfec

of the proposed algorithm. Figure 1 shows the TX system built w
oenerated from 1t used to build the full TX svstem:

File Sink
4 Flle: . p/pack
" Unbuffered: (

L_panc ooer txt

m Flle: ..sktop/xor resuls txt
Unbuffered: Off
Append file: Overwnite

Packet Encoder
samples’'Symbol; 2

F
Xor ! —P ? i | BRts/Symbol: ?
b - Xor | —+( Preamble:
| Access Code:

Pad for USRP: 1eu
Payload Length: O

Vector Source
Vector: 1.1.0.1. 1.0, C
Tags: I )
Repeat: Yes

[Jrn:: T
- Unbuffered:
i Append file: Ovr

{qy

Figure ALl

strftime("%od-% '-%”.

geIpass. getse

7 5
¢ 1nitial_ecc key) \G)

CC PUBLIC KEY FROM THE INITIAL KEY

ate file.read()

X

. ChO: Freq. Corr. Tppm): U
& Cho: RF GATEB): 40
ChoO: l$]:d&
Ch s8in (dB): 20

ills TN URadio. the

File Sink
Faank {-{1*:1:".&11: txt

ofMoOC
: Frequ




/?.’l’/?/f(' /\'l-rl‘ - l\IN'fiﬂ.(*LI”!*{'*I}”X'\Y)h}'“X(J__/U_j)”/)k{il'([)f';h’(!f{*’#[.}”'ff”/ — /1-(,.1,))
Public_key_file = public_ecc.ixt'

File?2 = open(Public key file, "w')

File2 write(ciphertext) &3

3- ENCRYPT SYMMETRIC KEY WITH ECC PUBLIC KEY

Yv

script, symmetric file = argv, 'svmmetric. txt’

ixt2 = open(symmetric file)

S = f,l'f.j.!'t'flff()

script, public_file = argv, 'public ecc.ixt’
(xt3 = open(public file)

= {.‘x‘fﬁ.i'{’m/()

CNCIrVpPr SYmmetric = 1’nc'fjrpf__.s'_l-*mm(-*n'fc: Ixt'
CHCIVPL= Seccure.encrvpl(s, p)

¢ = open(encrvpt symmetric, 'w')
cwrire(encryvpl)
¢.close()

4- CONVERT FROM ASCII TO B

‘HHUH ‘

seript, | = argv, encrypt s

ixt = open(l)

w = Ixtr.read()

it close()

Ascii to bi

d = up{’)A)
d. wrird \

(00110000001 100000100000001000000'



suffix =

()100000001000000"
X = Ascii to binary file
Fake encapsulation file = 'fake encapsulation.ixt’

with open(x, r') as src:

Ob1000000010000000011000000110000011001010110111001100100001100000

with open(take encapsulation file, "W') as dest:

forline in sre:

f

dest.write("7os%s%os \n'" %o (prefix, line.rstrip('\in’)

SPREAD CODE SELECTION

rme = int(t)
if 00<=time<I):

(Xt = open(spread code)
s = xt.read()
selected spread code = 'selectec

b

d = open(selected spread codeg™w')
dwrite(s) %

elif 15<= time <30:
sCript, spread code = arg Ve
(Xt = open(spread codd

s = it.read()
selected spread ¢ = e
d = UDU!I(X(’/L’“Q'L d &

d.write(s)

clif 30<= time <4g.
SCript, Spi

§ = ; . }EL’ ’

ead coe = .&‘(*/L’W/__Sprcad_c‘r)drﬁ.I.rf'

)L’H(!\’t’/t’('f(.’d__.\'])!'(’(!(@(’, W'
s (.\')

kcript, spread code = argv, "/spread code 3.1xt’
ixt = open(spread code)

s = Ixt.read()

selected spread code = 'selected spread code.ixt’

Y'

30

)()






This appendix includes the python code that was developed to build the RX sya
the sequence of the proposed algorithm. Figure 1 shows the RX system built w
pyvthon code generated from 1t used to build the full RX system:

)

Options
ID: KX
' Author: Ahmaa Al Zura g
| Description: FM RX System

osmocom Source
Sample Rate (sps): M
ChO: Frequency (Hz): 53 3M
' ChO: Freq. Corr. (ppm): 0
ChO: DC Oftset Mode: Off '
ChO: 1Q Balance Mode: Oft |
ChO: Gain Mode: Manua
| ChO: RF Gain (dB): 40
| ChO: IF Gain (dB): 40
ChO: BB Gain (dB): 0

from time import 1o

time = strftime( g

USCl =

(1] =

tme = strftime("%

( private initial, 'w’')

APPENDIX B
RX SYSTEM PYTHON CODE

ith G

Variable
1D: samp rate
| Value: 2N

GMSK Demod

Samples’'Symbaol: 2 |
 Packet D

« Gain Mu: 175m - .
B e soom l B-| | Access C

Omega Relative Limit: 5m | Thrc:hc_n.t_;:.; |

Freq Error: 0

Figur

Drivate in z’fz’{:, ¢ key.ixt’

cAD CODE SELECTION

M", localtime()) # read minute value from current time

".l:'!'rt 0 J[D{.l"_ txt

I SO

File:

N\

1. depends on
URadio, the

-

Unbuffered: O

| :: I ls ITF

Append file:

82
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if O0<=time<1):
script, spread code = argv, spread code 1.xt’
It = open(spread code)
s = ixt.read()
scelected spread code = 'selected spread code.ixt’
d = open(selected spread code, 'w')
(d.WHIe(s)

clif 13<=time <30):
script, spread code = argy, spread code 2.1xt’
Xt = open(spread code)
s = txt.read()
selected spread code = 'selected spread code.ixt
(= open(selected spread code, 'w')
d.write(s)

clif 30<= time <45.
script, spread code = argv, '/spread
It = open(spread code)
s = ixt.read()
selected spread code = 'selected .

/ /

W

(= open(selected spread code
d.write(s)

L'/_\'{'f

(Xt = open(spread coc

B {.\'I.i't,'(!f/()
}.‘L'/t’('ft'd__.n‘;)r(’ud_ ‘oA ;

d = open(selec xprcm!r _

d.write(s) &K
3- FAKE CODE DiEC™SU).
prefix =

Ob1000000( ()] [§)OOFOF ] O(

(00001 100K ' ’()/()( ()’
suffix =
(b1

000000001 10000
)00 1000000’

a@fmm)m 100101011011100110010000110000001100

sl = re.search("os(.*)%s" % (start, end), s).group(1)
print(resuln)
binary result= '"Binary Result file.ixt’



f = open( k, W)
_f_11'!'!?('(3'('.\'”/[)

4- CONVERT FROM BINARY TO ASCII
script, convert file = argv, binary resulr
(Xt = open(convert file)
s = Ixtread()
n = ini(s, 2)
a = binascit.unhexlifv("%x" % n)
k= "Encrvpred kev.ixt’
= open( k, W)
fowrite(a)

S- ENCRYPT SYMMETRIC KEY WITH ECCP
script, private _key file = argv, prh'uwi% e

INt2 = open(private kev file) \
Initial Key = ixt2.read() % %
SCript, k = argv, 'ff!?('}fl‘/)h’f/kt’l‘.:@

ixt3 = open(k)

Encrvpted Kev= ixt3.reac

Secret Key = seccure.dec

Print Secret Key



