





Clara and Calif (2012) reported that teens continue to take risks by posting

personal information and risky photos online, without the knowledge of their

parents.
Brady (2010) and based on the report of EU Kids online network class lme
risks for children into three categories- content, contact, and conduct. he same

term children are also vulnerable to the security risks tha%; ternet users
encounter. Y.

Content risks: are referring to those risks that mayWgeur pvh ‘c.lren are
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exposed to mass distributed content, such age inappr a’e_{&ulent

incorrect content, and commercial content. v \
» Contact risks: that risk which may O%V]GI i ar, egﬁas_ed in an
\ > > y Eullymo
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h are the initiator of

online communication, such as un
» Conduct risks: are referrinu t

np harassing other children,

content or contact risks. For eX 3 g
creating/uploading inc ; harm#ul n ‘&lru 1d illegal downloads.
: (.)
There are some diffi «e\sn 1

o in@mtion security awareness training
tools related to s ; felbo tyc!en%)% well as making a change in their

beha\lom Vghell Ol 1 pstatg ll at Qﬁl crucial not is only educating the users

and 1 of ISAP (Inforn w@'f\ Security Awareness Program), but how to

measure effecliveness of the awareness program and make a change in the
havigur.

Having understood the issues, statistics, articles, and studies listed in the above

statements. we summarize that there is a tangible need to assess secondary school



students awareness level related to social networking, passwords, and
cyberbullying. Moreover, to measure the effectiveness of security awareness

training program provided to those students.

1.3: Research Questions %\

1- What is the best tool available that can be used by secondary sclv'udtmts to

educate them about information security issues? V

- How can secondary school students perceive their l@’ar l’lzss related to
L

social networks, passwords, and cyber-bullying?

1.4: Research Objectives

1- To identify and evaluate available ND&\\’J[LHLU ai11é<lools used for

&
secondary school students. N
a -
o
ong N

2- To assess the level of suum%war I -ondary school students

( \
related to social nelwor% vmds and fl! ®; lying.

1.5: Scope of the R h

(—)

The target Oro 19 re rul)s eg mv school students, between the age of

3-18 ymrAdnd have duus TL Internet. The secondary school students

studv are Libyan suonddry schools that are in Malaysia. The scope

y includes identifying and evaluating the security awareness training
tools provided by the cyber portal of South —East Asia, and assessing secondary

school students’ awareness level based on social networks, passw ords. and cyber-
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bullying. A survey questionnaire was employed, and it was divided into two

versions “pre-questionnaire and post- questionnaire”.

The aim of using pre and post questionnaire is to conduct a training program Rased
on the results of the first objective of this study that was * identify and ev m e
available security awareness training tools™ based on the South-Easﬁ&i cyber
portals. Therefore, the training materials were evaluated by secwa.ry school

students via post-questionnaire, and this will give further Vi fulfilling the

students.

1.6: Research Outcome

A

This work has been presented inogh nerﬂ‘al' I“Cm@nce on Information
Security and Cyber [oxensns e p titled under “A Second
Look at the Information S Awaxy wmg'e ondary School Students™.

The conference was | \Umlrersf ultagZainal Abidin (UniSZA), Kuala

P
Terengganu, Malaygta MWgingjthg pe }Iof‘év(’ob er 8-10, 2014.
Q7 &
1.7: Thesis S% f 4\
&

"Nncomp"xsscd of ’nv\Chaplels Chapter one begins with an overview

>arch topic, problem statement, research questions, research objectives,
brie ut the methodology, and scope of the research. Chapter two, then explores
related works of information security awareness. Also, security risks, evaluation,

challences. and successfulness that face security awareness are presented.

'c



Definition of security awareness is also part is this chapter as well as the security
awareness training program. Chapter three presents methodology used and the
questionnaire that employed in this study. Chapter four presents the results of this
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study. Finally, chapter five concludes the overall work.



