


100

and then enhancing the end user awareness level. This because students are the
generation who will contribute and build any organizations security in the future, and

in the case of having early knowledge and education this is going to a great

contribution to the society in reducing the loss of confidential and privatp-1 ation
as well as saving the organizations” budgets. -\

Based on the pre-questionnaire, it was found that secondary segool Students have an

acceptable awareness level in ethical issue, such as “the ayw have to be more

than 8 letters length™, but in the real security practice se thel datgght birth as a

®
password. In addition, students appeared to ha\zeé- levell of a aie@ on the

equedt’Lfrgfh peoRle they did

Qxi.es via social
rek@ Tekerek, 2013;

é
N
&

risks associated with accepting an invitation “Fg

not know. Also, students showed readiness sl

networks. Similar findings were also Mad ins (@l
Alhejaili, 2013 and Padric, 2012). (—) >\T
% (]

("]
Students exhibited risky behavioNen | vereé‘(?“bully the bullier” in the

a

majority of 36% of respon% case tey hvé %l Cyber-bullied. Also, students

d &
appeared to be familiar&lhe texln
“] know what is C)'Nu VINg ™
v

er b ng when the question asked about
students as pre d 4 thg st

‘his @ecls the spread of this risk between
2.9

of {Rddric, 2012). Students’ reaction to cyber

&
w rom the results (%‘)re -questionnaire, it can be summarized that the

' 4
bullying gen:&ppeared ) t£ linRred if compared to other studies (Padric, 2012;

Faryadi,

leve vareness among secondary school students needs to meet the security

prac to avoid security risks.

Secondary school students™ acceptance of training program showed an improvement

in the way students answered the post questionnaire. After completed the pre-
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questionnaire, students had to sit for the training program. Overall, this training
program contains videos, games-based, and posters with brief statements about

“passwords, social networks, and cyber-bullying™ and how they should rea.ie in the
case of risks. c\
With the results obtained from the post- questionnaire, majority of secon®ary school

students showed a better understanding of their role to reduce thagnfoj¥nation security

WOf pre and post

t m SWehaviour.
B
airefas ¢ 1?ar@on]y

a 1e1%¥5nd other

ness@bgram has its

con / school students.

.\'
@ risks, as well as to
)

6

. : : . “ Q- )

provide the best solution to avoid K S. 5C [ dm&@upporl with other related
: 1 NI

studies that conducted an agarcg€ss traifing Pr gig®m(Veseli 2011; Brady 2010;
w c&{ 9{

unl(’g)&/enhancing the end users’ security

risks in their cyber life. After comparing the awarenegs

questionnaire, we summarized that there is a real enhar

Eminagaoglu et al., 2009; and ed on this the age of secondary

awareness with the c%n offthe tr nﬂg@ bram that improve the ability of users to
N3

s, Thes ity &areness training program is an ideal way in

rcscmblingé‘lll‘il}’ risks on lh‘\"nsers view, and makes solving security matters
easier 1 ase. Regarding the literature, we found that few researches considered

O

“\@hg‘ security awareness training tools that reflect students’ needs™ in order to

provide with positive outcomes. Based on the finding of our study and the analysis of

data collected from students about the training materials provided to them, we
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suggested that the game is the most suitable security awareness tool for the age of
secondary school students. Regarding our chosen tool, using games have proven their
effectiveness in other related studies such as an educational tool toward different age
groups. Arachchilage and Asnaka, (2012) found that game was effective 'lecing
the level of awareness about phishing threats. Torrente et at., (2010) that games
impact on enhancing the educational level in several ways. It is rechded for the

N students about

Trengss.

N

5.3: Study Limitation and Difficulties ' (;“
A\
: . : 4
The present study investigated Libyan seconw'schmk enle\'_ﬂY.Malaysia

regarding the security risks they may enew i1 ybe@. This study

future researches to consider educating and aware seconda

security risks by using games, in order to enhance the level

)

considered three security risks and this basc@ron the

C—; A,
study. The group size of this study wa%t (5@ 1bygh seo@ﬂax'y school students in
q %
Malaysia (Kuala Lumpur and Se r) N o\ 11s group was under the
zla coll

limitation of time and place% cte frbméudents required the researcher
to transfer from one stal& anothi
larger size difficult. W r, th

study session whijéstud€nts faki

tio_l\Q the time for this

7]

P 4 P o
\EL i %‘:‘g the time for data collection of

lle from the participants was during the

Fa)

id—@] exams which make the time to conduct

>

the study vari dependiAg F thY'students' free time. This should be taken in

<4

mind for LNI ire researches that™onduct a security awareness study for this age

(2]
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5.4: Future Works

This study did not provide any model, while an actual training program was deployed.
In order to achieve high level understanding of what are the risks faced by s ry
school students as this study focused only on three kinds of security awar%\.-‘ulure
studies need to cover a wide range of security risks that potentially migﬁ facing by
secondary school students. A larger group sample size could sw re conclusive
results. Also, the time of conducting the study should ngt wﬂlited to any time

especially during the study session. The study should b, ng he@ summer

_ ey . ®
holiday or at any activity session by the schools, to en§uge studerits m e'co@)a;table
with the training program and show more pleasangzests. Thi# study/ focu§gd only on

N
Libyan secondary school students in Malg.lhfh of%ge'nts can be

In addition, future studies should de% )101‘5 %c! ch‘}Sanalysis for the data
Tdit

considered in future works.

q %
cur{&ﬁ" study was limited due to

which could result in many relevan

pressure of time and sampl% wide [ear illg,@%he cyber portals that provide
's

an awareness training t%secoll ]00@6“(5 which could result in multi
d

. &
material that could be K r thi Pupo

¢ 2 (j,)
5.5: Summary % $
& v
x
This chapt vludes the conduo@( the whole study. The suggested solution and
ideas (Qug better in the security risks discussed from the perspective of secondary

sc@ems. Potential work for any future studies that consider secondary school

student was also presented.



