














27

while maintaining the security. The combination of graphical authentication scheme

(hybrid scheme) was discussed in this thesis.

Table 2.4: Password entropy for graphical authentication scheme (Jali, m

Authentication
Scheme Ent its)
Information
Passfaces: Users had to | Authentication round =4

recognize and pick the
pre-registered images.
(Brostoff & Sasse, 2000)

(9 images per round)

Target = 1 image per round
Decoy = 8 images per round

Passimages: Users had to
correctly  choose  six
images from amongst a set
of decoy images.

(Charruau et al., 2005)

Authentication round = 4

(25 images per round)
Target = 6 images s 2

Decoy = 94 images

Passpoint:  Users can
choose any image they
prefer and the system does
not need any predefined
click-region or  well-
marked boundaries.
(Wiedenbeck et al., 2005)

Authenticatio r@l—u&
Target =5 cli& o

20x20 »
Passwo = ) 2N
371 w’k to tl;lcl?E S

Hybrid Scheme:
Integrates both textual and
graphical images.

(Zhao & Li, 2007)

4 obj:f W

?JQ& ﬁh space =
tocliek)
&

4*(log2 300*4*4) = 48.92

2.7.2 Securit

This gecti

’VIO'

ks in Existing E‘?aphlcal Password (Saranya & Bindu, 2014)

iscusses attack types based on password capture. The most common

threats to password-based authentication system are shoulder-surfing, phishing, social

engineering, brute-force, dictionary, and spyware attack. The definitions of each type

of threat are as below:
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Shoulder Surfing Attack: Shoulder surfing attack refers to attack the user
passwords by using direct observation techniques. Main direct observation

technique is looking over someone's shoulder, to get the password. Shoulder

surfing attack mostly occurs in public places because it 1s realliqy'in a

crowd to stand near someone and look at them entering a pas(@d or any

secret key. T

Phishing: This attack is a form of fraud in which the Ner tries to learn

information such as login credentials or account in ; Kon Py masquerading

as a reputable entity or person in email or other comMuni tMima%s
faitees LS, | &

Social Engineering Attack: Social enginee 18 the‘.a acKl in h human

gains the sensitive information from t% a tion this type of

attack, attacker tries to obtain twarmatio
computer systems from the usgr“eS§f tomkx

L]

7]

e cing ig&Mlis kind of attack as he or
\

she uses only hum iI%lligen ;}d. @ conversation to get the

2 ' 3

\BQ er ™Y

information he “é e gg some of information from one
source, then he \h ma - 1n ation from other sources within the
¢
same organRigil to get Jh coc&:lete information and add to his or her
fv ‘Z'E

." -
credibili
R &

Bru Nce Attack: This attack is a trial and illegal method used by

o

doesn’t use any electronic t@\' u

@ ion programs to decode encrypted data such as passwords or Data

Encryption Standard (DES) keys.
Dictionary Attack: This is a method of breaking into a password-protected
computer or server by systematically entering every word in a dictionary as a

password. A dictionary attack can also be used in an attempt to find the key
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necessary to decrypt an encrypted message or document.

Spyware Attack: Spyware is a type of malicious software, which installed on
computers with the aim of stealing secret information of users. Sp attack
is normally done by using a key logger or key listener. This n&@ gathers
information without user’s knowledge about gatherinw leak this
information to an outside source of attacker. A schemem be resistant to

this attack by using CAPTCHA (Completely Autom blt; Turing tests to

tell Computers and Humans Apart), which is @ progra ; nerQes and
Lo

grades tests that are human solvable, but ca@llmes of
N

computer programs (Shraddha et al., 20%&1’
resist this attack in graphical authewan schem®s
AN

authentication scheme is consid be &i& @Vare attacks if it uses
A =
CAPTCHA in its scheme. Ink ctioMNgafhs th@&Bmparison table as shown

\
in Table 2.5 for afor en%ned 4‘;2? a on the previous studies by

g s
Saranya and Bindhu Q4 A S éﬁl

>

Methods

s
S
Table 2.5: The At %)mplri s‘se@ Three Graphical Password Methods
o
el

Recall-Based

che{uM 2 Type of Attacks
SKpulder Surfing | Social Engineering | Spyware
A DAS

& Y
PassDoodle |
$ PassShapes
Syukri
Blonder
PassPoints

Cued CCP

RECE

Deja Vu
PassFaces

Story

Based

Cognitive
GPlL

Zi~<|~~I~Z|Z|Z|=Z22=Z2(=Z|=2
OlIR|O|ID|T|IT|VIRIRIR||
~I=ZZ 2~ Z2Z 2= <=

Recognition-
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Jiminy N D b4
4= é S3PAS ¥ M Y
L o CAS N D Y
T2 PassHands Y D 4
CBFG )4 D Y

Table 2.5 summarizes the security of the different graphical password s@hey

analyzed. ‘Y’ means Yes, that it is resistant to that form of attack. ‘w s No that

the scheme is open to attack. In Social engineering attack, ‘E’ indi Easy, as the

attack is highly effective. ‘M’ denotes Middle that difﬁcu@ increased. ‘D’
denotes the attack is difficult. é '
NY.

o
\b AN
2.8 SUMMARY J |5
N

previous studies that claim images are ea xm b? _& -based and help in

the usability aspect. This chapter al

N (@'aphlcal authentication
and discussed graphical authenti %l'ro @ble security. Some of the

I S Q/gl ity and usability aspect, and

they are being summd@t @J. B&d on the benefits of graphical
authentication, it is hl%\h(?lpﬁ t’!t géjlmal authentication will dominate in

the near future as %kt auphén V) tior eme. This chapter also suggested the new

development Abrld scheme tb&) combine all of the categories of graphical

0 1

—_

existing schemes are then ex

authentica %ﬁmce -based, click-based, and draw-based. Generally, the topics and

prospohybrld scheme authentication are also explained. Then, next chapter

further discussed on the methodology used for the new development of an alternative

hybrid scheme prototype, named as Choice-Click-Draw (ChoCD).



