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Figure 5. The comparison of usability Figure 6. The cmWon of security
between existing authentication schemes between existing ntication schemes
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The participants’ thought on the different authenticatiomwshemeg s€cugtty levlr was prompted
in this survey. The participants were given these opti " Secu®’ Moderate, Very
Secure and Strongly Secure. ChoCD, along with ing a ntication schemes
were included to see the authentication scheme, wifich Wd hE'} st secure. Then, the
stages were reviewed and rearranged into threew onq ed as Average, Secure
cure indic

and Very Secure means Above Average, Not §, d lass S isid ated as below average.
In this light, the above average (secure an ‘ecurem a“’Q\‘JSed to evaluate particular
schemes’ security level. P
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Figure 6 shows that ChoCD authen&ﬂo ¥s %med as the most secure by 77
participants. Meanwhile, 75 partigipa nked th esen% thentication system as the most
cecure. These responses indicate{thae 1% genergl, p til:ip@s think that ChoCD is most secure
scheme. Moreover, it shows that Chq a% it &ystem prototype scheme and scored an

\ prithcates that omparison to the text-based password,

the entropy of password in grghgy as he s longer. Therefore, ChoCD has shown an
anticipated balance betw ity ¢ ility Wat can be used as a new enhancement of

authentication scheme. % (.)
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4.5 Pattern of ChoCE 2

In term of sAfhosen by the pgg?ipams, it was observed that the chosen image was
predominantly ted by the sequence that appeared earlier. For the first graphical image secret,

the participants probably select lemon, grape and strawberry images, while for the second
graphical ggadggecret, participants most likely to select the image from the next row or grid. They
would ghooWgghe image by sequence. For example, they would choose the image from top to
bottom oMl left to right grid. Table I shows popular images chosen by participants.

4.4 Security Perception Towards ChoCD
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Figure 7. 5x5 Grid of graphical images Figure 8. Samples of cli d draws.
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Table 1. Popular image picked by parti

1™ Graphical image Frequency of p tsl .
Lemon 40 \ ’ ('}Y'
Grape 14 < o
Strawberry 31 ’ \’Y'

nd : : 55 T

2" Graphical image | No icipant N
Strawberry K‘ A~

Banana 25 ~/

Apple

Coconut () &

\

iga select any click-points on the 3x3

For the click-based secret, whi ; es the’par
pattern draw given, it was found that ghost % ®igants preferred to click on left side first.
ey wege ired to a line on the screen, it was found that

For the draw-based secret, wh
participants drawing secret similantd thegdbatte ring the click-based secret. For example,
3ie then they would draw a pattern from the

participants chose to start ¢ th¥ dot le

left side too. Figures 7 andd elalﬁp ¢ cliiyand draw made by a number of participants.
: N

5. Conclusion ( :k ? {\

Yv
This paper p S a new graphical\(?!éme based on the hybrid scheme combination named

ChoCD. The Wc of ChoCD authemication system was developed and gave to users to test
the protolyp% on the evaluations, findings suggest that majority of participants agreed
ChoCD prlagRg is user friendly and the “secrets” is easy to remember. In addition to this, ChoCD
is said g matywin the usability and security simultaneously. For the future, we will conduct more
users test 1, ChoCD scheme and analyze extensively all of the data from the result in order to

make further enhancement. We hope that the new hybrid scheme, ChoCD will be used widely for
all system’s user according o the accomplishment of usability' and security perspectives in this

A\

scheme.
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