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enhances the password space and thus resulting in increased security. While, in term
of usability it will ease the user to choose their images rather than to remember the

long text-based password.

3.5 METHOD OF EVALUATION ON PASSWORD ENTROPY s )

ivw any reasonable-

Since the security of any password depends on the length,

entropy for the authentication scheme is more than thgt o
space with keyboard input characters (Obasan et al.,"8Q13).
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of password entropy would be multiply by the wb' 0 s\t’, ,\g
3 o)
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X N 2)
The password entropy for 6% St i ¢ 3.2 provides a better value.
However, it had a lim@ n N s . For this reason, in ChoCD
development 5x5 grid yfMga Sujt: elow is an example of the password

entropy calculation

Xi= 1 (n$ﬂ’ber of secrets)

\? N = 2 (size of grid)

1 * (logy2)=2%2=24
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Table 3.2: Comparison of grid size

Password Entropy Possibility (log, N
Grid Size (x*=N) = Al
(bits)
2x2=4 7 g’
3x3=9 3.17
\c‘)
4x4=16 4 -,
5x5=25 4.64 Y‘
6% 6 =36 517 N
3.6 QUESTIONNAIRE SURVEY '\d_
N
1.5

To conduct evaluation on the developed prototyp%iqu{ ngfe @' distributed

oy

to the participants after they had done testin'ﬁWroldee. yhis stionnaire was

adapted from the previous research in %ca autx 'cati@ scheme that was
u

*
Implicit Password Authentication Sche% (}Aﬁ y

a@i et al., (2013). For this

L] &
questionnaire, on demographic infor\nov,, an@\education background was
asked. Then, the questiommi%KVided int; t»@o@din parts: general information

s

‘&
about graphical authentic&}wchehes C&éﬁ evaluation after performing the
N

testing. NG L 2 0,(’
$.15%

A Y

Y-

The category eneral information%hout authentication schemes included the three
following @ns: For the first question, ‘‘how frequently do you deal with the
autheggicat§n schemes?’” Response options for this question were always, usually,
often, rarely and never. The second question was ‘‘how do you evaluate the ChoCD
from an ease-of-use perspective?’’ Response options for this question were a rating
from 1 to 5 where 1 is very easy and 5 is very difficult. The ChoCD evaluation

category includes ten questions, which cover the main and minor factors. The
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response options for questions 1 and 2 were similar to those for questions 1 and 2 in
category one. For the third until tenth question were about the detail of ChoCD

authentication system prototype as attached in Appendix C.
3.7 METHOD OF DATA ANALYSIS s )

As mentioned in Section 3.4, before conducting the user study, pa¥word entropy for

ChoCD authentication scheme was calculated and compa ith 'existing popular

graphical authentication; Windows 8 graphical authegficati®n

ndigid” pagem lock
LS
and online banking system. This evaluation was discu in (}h teg S, ion 5.2.1.
\ N
ST
The participants were invited to expene\ hoCD 0ty® for two separate

occasions. In the first week, the rese el intr%tn c‘gave some overview of

—

] “
ChoCD prototype to the participan er tha usg‘ctmd tested ChoCD for the
\

first time. Then, two weekg'la ez the Lse l]e@ ed participants to use this
s Y
hey S'] M mb%l.heir password or not. Finally, the

£r éﬁéqlon 3.5) and all of the collected data

¢
ted jn §J The purpose of analysing data was to
g v/i:

obtain usable @l information. analysis described and summarised the data,
S
identified lxlships between variables, compare variables and identified the

prototype again to test eit

questionnaire survey

were analysed and

differenc™geitveen variables. In this thesis, the analyses of data collected were based
on ordinal scale as measurement scale that used in ChoCD questionnaire survey. By
using ordinal scale, the data can be classified into non-numerical or named categories
an inherent order exists among the response categories. Ordinal scales were seen in

questions that call for ratings of security (i.e. not secure, secure, moderate, very secure



40

and strongly secure) and usability (i.e. very difficult, difficult, moderate, easy and

very easy).

3.8 SUMMARY \Y~
This chapter covered the methodology used in the developAof ChoCD

authentication scheme, environment, and overview of proposed scime. Prototyping

)

model were used as method to developed ChoCD. This ch?valso explained the

hybrid scheme, which are the combination of three gragjssal tl@on schemes
L

and finally the initial design of proposed scheme. AftqwQur init§l su ?y-@;evious

graphical passwords, it is anticipated that th d soh off@a the most

hapfé\further explains

)

promising alternative among those proposedc%@ Th

on the development of ChoCD, which is the Mn pat ir
S



