














Figure 2.1  Group of Graphical Authentication (}
Figure 2.2 Graphical password in Windows 8 A
Figure 2.3 Pattern-draw lock screen in Android
Figure 2.4 Confirmation of user authentication in BIMB online Wxg
Figure 2.5 EGAS login interface \’
Figure 2.6  Ray’s scheme screenshot
Figure 3.1  Prototyping Model
Figure 3.2 Mapping from choice-based to click-based a r v‘—bas d
Figure 3.3 Initial design of proposed graphical autheMgation prowqt
Figure 4.1  Static structure of framework applicatio * \Y'
Figure 4.2  Typical workflow of a framework ap@r | _{"’
Figure 4.3 Flowchart of password creation step 2 b &
Figure 44  Flowchart of authentication step Y' \ Y\.’
Figure 4.5 25 sets of images in 5x5 grid forw o\ 4\
Figure 4.6  Screenshot of the password cre%p\ tep &
Figure 4.7  Screenshot of the authenticaN O
Figure 5.1  No. of participants that cogeribut m %’wnnaire
Figure 5.2 Median time taken in Ch roc N,
Figure 5.3 Frequency of particip g eQistin autheadcation schemes
Figure 5.4  The comparison of usyM betw istidvauthentication
schemes and ChoC N
Figure 5.5  The comparisong®f ezrity bgtw nlex@g authentication
schemes and Ch% P ¢ P 4 &)
Figure 5.6  Samples of ¢ &and 1 Madeé&participants
Figure 5.7  Horizontal &)
Figure 5.8  HorizontgMagd Ve tiga qc%ﬁb?nalion
Figure 5.9  Horizon diggonafiffes,combination
Figure 5.10 Diag vcyﬁl s§ﬂbination
s
W, 5

LIST OF FIGURES

X1

Yﬂ’age

12
16
16
17
19
20
31
35
36
42
43
45
46
47
48
48
53
33
56
DI

58

61
62
62
63
63



Appendix A
Appendix B
Appendix C
Appendix D
Appendix E

Xil

LIST OF APPENDICES

Research Milestones (,} 78
Briefing Sheet A 9

ChoCD Questionnaire
Questionnaire Results Y' 81
Copy of Published Paper \, 83



ASCII
BIMB
CAPTCHA

CCP
ChoCD
DAS
DES
EGAS
GUA
GUI
HCI
IPAS
IT
MVC
PIN
S3PAS

USIM

Xiii

ABBREVIATIONS/TERMS

Bank Islam Malaysia Berhad
Completely Automated Public Turing tests to tell C @ers
and Humans Apart &
Cued Click Points

Choice-Click-Draw

Draw-A-Secret

Data Encryption Standard

Enhanced Graphical Authentication Sys
Graphical User Authentication
Graphical User Interface

Human-Computer Interaction ? | G}
Implicit Password Authenticatio Ste A
Information Technology 4 \’T
Model-View-Controller i \ X~
Personal Identification Nu N °\ 4\
Scalable Shoulder Surfi % ant I-C&hical

Password Authentication m
a

Universiti Sains Islan aysi \T ,(k
e 0 C‘}

American Standard Code for Information Interchange \Y.



Xiv

PUBLICATION

The research output and a copy of publication is attached in Appendix E. Y.

a. Radhi, R. A. & Jali, M. Z. 2017. “ChoCD: Usable and S % raphical
Password Authentication Scheme”. In 2" International Con ce on Recent
Trends in Computer Science and Electronics. 2-3 Jangagry 2017, Kuala
Lumpur, Malaysia. Published in Indian Journal of Scienciand Technology
(1JIST).



